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01 The landscape for Operational Resilience

Operational Resilience is the act of ensuring a business 
is able to successfully function in the face of market 
adversity, unprecedented events, or technological 
malfunction. It requires firms to assess their appetite 
and tolerance for risk, and create business continuity 
plans (BCP) in anticipation of risk, ensure uptime, and 
prevent disruption. 

Operational Resilience is not a new requirement, especially 
for financial services, however owing to events unfolding 
over the last three years, Operational Resilience has been 
placed front-and-centre for regulators across the globe. 
Digitisation, in particular, has sharpened the focus on 
Operational Resilience. Most firms now have a significant 
reliance on technology, both for customer-facing operations 
and back-end programs, such as compliance. This reliance 
necessitates that firms have strategies in place to ensure 
technology is always on, protected from vulnerabilities, and 
operable even in the face of external volatility. 

Events that shifted the focus for Operational 
Resilience

Market activity and operability over the past five years has 
been significantly affected by external events. While some 
of these were uncontrollable, others are a natural outcome 
of a modern, innovative society that relies significantly on 
technology.

Covid-19

The global pandemic challenged Operational Resilience on 
two levels. Firstly, the daily operations of most workforces 
– financial institutions included – were forced to operate 
remotely. Entire offices were left empty, while employees 
who once worked shoulder-to-shoulder were now required 
to work from their own homes, in isolation from their 
colleagues.
 
This posed significant challenges for daily operations 
and compliance. Trade surveillance teams were forced to 
reassess how they monitored trades in a remote working 
environment as, anecdotally, traders turned to personal 
mobiles and landlines to conduct business. However, 
many workers relied on desktop PCs and were unable to 
work remotely at first. Firms were forced to reassess their 
operability overnight – and how that operability would 
continue in a changed world.

Secondly, by reason of the above, huge swathes of society 
were forced online. Mobile banking, for example, became 
normality rather than the exception as bank branches 
closed. The move to digital saw a monumental increase 
in fraudulent and phishing activity, as bad actors sought 
to exploit vulnerabilities in firms’ newly-digital operations. 
Organisations were forced to confront operational 
vulnerabilities and assess whether existing systems were 
adequately equipped to manage in ‘the new normal’.

In March 2020, cybersecurity 
firm RedMarlin reported a 
73% increase in instances of 
hackers trying to penetrate 
company networks and 
steal corporate data, from 
January to March 2020. Between February and 

March 2020, when many 
global lockdowns took place 
security firm Barracuda 
recorded 9,116 global 
phishing attacks, a rise of 
667% month on month. 
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Climate change

Alongside Covid-19, the last three years has seen a societal 
shift in understanding and approaches to climate change 
and the associated risk. In the UK, what was once seen (by 
Andrew Bailey’s own admission) as a widely “charitable” 
endeavour, is now recognised as one of the most 
challenging issues facing business and financial industries 
to date. Despite the operational challenges of Covid-19, both 
Nikhil Rathi, CEO of the FCA, and Andrew Bailey, Governor 
of the BoE, noted that, we “cannot lose sight of the climate 
crisis”.

Businesses have been forced to contend with climate 
change as a test of Operational Resilience as we see a shift 
in the valuation of assets, investor preference for products, 
and increases in insurance-related issues (from tourism 
to property damage). In the UK, in 2022, many businesses 
suffered from online outages as data centres were unable 
to contend with soaring temperatures. As such, climate 
change quickly became a business continuity issue.

War

In February 2022, Russia began its invasion of Ukraine, 
quickly resulting in war being declared. As well as the usual, 
physical threats associated with war, Russia’s war against 
Ukraine has heightened sensitivity around cyber threats and 
cyber warfare. 

The Centre for Strategic and International Studies (CSIS) 
noted that this is “the first major conflict involving large-
scale cyber operations”. Meanwhile, the UK’s National Cyber 
Security Centre advised organisations to “bolster their online 
defences” and “improve their resilience with the cyber threat 
heightened”. 

As well as dealing with increased cyber threats, 
organisations have had to quickly capture and implement 
global sanctions. For regulatory change managers, this 
poses operational challenges in terms of managing 
the pace of change alongside existing operational and 
regulatory obligations.

Phase-two digitisation and third-party reliance

As well as the digitisation of financial services and the 
wider environment, the last two years has moved to a 
second phase of digitisation. Technology that was originally 
implemented to manage digitisation is fast becoming 
outdated and operationally unsound. Over the last 10 years, 
many firms have implemented technological solutions 
as-and-when innovation occurs. This has resulted in a 
patchwork of operability between GRCs, third-party apps, 
Cloud providers and others. As we reach phase-two, much 
of this legacy software is becoming outdated and we 
see increasing enforcement activity in instances where 
technology is faltering.

Reliance on multiple technologies and third-parties also 
results in operational vulnerabilities. Many firms are using 
multiple technology solutions to solve one business function, 
which necessitates testing, mapping and assessment, 
which is seldom carried out. As such, there are Operational 
Resilience challenges in simply maintaining business-as-
usual functioning of financial services and the technology 
on which they rely.

So far in 2022, CUBE 
has captured over 
3,600 regulatory alerts 
referencing ‘climate 
change’.

At a recent roundtable, 
hosted by CUBE, one 
Regulatory Change 
Manager noted that her 
biggest challenge was 
keeping up with the volume 
and velocity of global 
sanctions in wartime.  
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02 Increasing turbulence, increasing regulations

As new risks emerge, regulators have moved swiftly 
to evolve regulatory guidance, rules and regulations 
to bring Operational Resilience risks within their ever-
expanding regulatory perimeter. 

Whilst some measures have been temporary, many 
regulators have issued far-reaching, durable regulatory 
changes resulting in increased obligations for compliance 
teams and beyond. At a glance, key regulatory 
developments for Operational Resilience published over the 
last three years alone include:

Global

Basel Committee Principles for Operational Resilience

In March 2021, the Basel Committee issued its Principles for 
Operational Resilience, followed soon after by Principles for 
Outsourcing. 

These principles aimed to set a global standard with a 
view to “strengthen banks’ ability to withstand operational 
risk-related events that could cause significant operational 
failures or wide-scale disruptions in financial markets, 

such as pandemics, cyber incidents, technology failures or 
natural disasters”. The principles sought to update existing 
rules in the aftermath of Covid-19, as well as improve the 
clarity of principles to “develop a coherent framework and 
avoid duplication”. 

UK

FCA: Building Operational Resilience Final Rules

Also in March 2021, the UK’s Financial Conduct Authority 
published final rules on Building Operational Resilience. The 
rules, which came into effect on 31 March 2022,  applied 
to firms across the gamut of financial services. They 
introduced a suite of new obligations, including but not 
limited to: 

■  A requirement that firms identify and keep under review 
the “impact tolerances” for each of their “important 
business services”, and to notify the FCA in the event that 
they fail to meet an impact tolerance.

■   A requirement that firms have in place “sound, effective 
and comprehensive strategies, processes and systems” to 
comply with Operational Resilience goals, which are both 
“comprehensive” and “proportionate”.

■  A requirement that boards have appropriate 
management in place to successfully meet Operational 
Resilience obligations.

■  A requirement for firms to assess Operational Resilience 
factors when engaging with third-party providers. 

■   A requirement that firms maintain successful 
communication strategies to mitigate any harm caused 
by disrupted operations.

BoE/PRA: Operational resilience: Critical third parties to the 
UK financial sector

More recently, in July 2022, the Bank of England’s Prudential 
Regulation Authority (PRA) published a Discussion Paper 
exploring the need for additional measures to “manage the 
systemic risks posed by critical third parties”. 

When Covid-19 first emerged, 
many regulators including 
Canada’s OSFI suspended 
all consultations and policy 
developments. Fast forward 
to 2022, CUBE found over 
2,000 regulatory alerts 
and 650 new regulatory 
publications that reference 
operational change for 
‘covid’. 
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The idea behind the Discussion Paper is that UK supervisory 
agencies should directly oversee and supervise unregulated 
firms that deliver certain “critical services” to the financial 
services industry. These critical services include, amongst 
others, cloud-based computer services, payments and other 
outsourced arrangements which have become the unwitting 
backbone of modern financial organisations. 

The Discussion Paper closes for responses on 23 December 
2022 and, subject to debates around the ongoing Financial 
Services and Markets Bill (FSMB), the supervisory bodies 
plan to consult on expectations and requirements for critical 
third parties in 2023.

EU

Digital Operational Resilience Act (DORA)

The Digital Operational Resilience Act is widely touted as 
the most progressive piece of regulation to tackle digital 
operational resilience to date. Published in September 
2020, DORA recognises that the financial sector has a 
heavy reliance on ICT, data and third parties and seeks to 
tackle the associated risks – from cyber attacks to digital 
malfunction.

The Act introduces a multitude of specific requirements 
that are homogenous across EU member states. DORA 
comprises 5 key pillars of Digital Operational Resilience:

■ ICT risk management

■ ICT-related incident reporting

■ Information sharing

■ Third-party risk

■ Digital operational resilience testing

US

Unlike the UK and the EU, the US is yet to publish distinct 
Operational Resilience regulations at a federal level. That 
is not to say, however, that US regulators do not have irons 
in the fire to tackle Operational Resilience through direct 
legislation. 

Securities and Exchange Commission’s Division of 
Examination Priorities 2022

The Securities and Exchange Commission’s Division of 
Examinations set out Operational Resilience as a priority 
for 2022. The SEC highlighted “Information Security and 
Operational Resiliency” as one of five areas of significant 
focus for 2022. 

The Division of Examinations has placed a particular focus 
on Operational Resilience for climate risk, noting that it will 
be “reviewing registrants’ business continuity and disaster 
recovery plans, with particular focus on the impact of 
climate risk and substantial disruptions to normal business 
operations”. 

Interagency Paper on Sound Practices to Strengthen 
Operational Resilience

In November 2020, the US’ Officer of the Comptroller of 
the Currency (OCC) came together with other government 
agencies to publish a paper on Sound Practices to 
Strengthen Operational Resilience. 

The paper set out regulator-agreed best practice, based 
on common industry standards and existing regulations, 
to help firms address “unforeseen challenges to their 
operational resilience”.  The paper acknowledged that firms 
are increasingly struggling with a “wide range of disruptive 
events”, including technology-based failures, cyber 
incidents, natural disasters and a “growing reliance on third-
party service providers”. 
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03 The impact of increased regulatory obligations

Operational Resilience is broad and far reaching, 
touching every aspect of continuity within a business. 
Historically this means that identifying specific 
regulatory obligations for Operational Resilience has 
been difficult. Obligations existed within a patchwork 
of existing regulations. Recent global efforts, such as 
those listed above, look to provide a clear, dedicated 
Operational Resilience framework that firms can 
follow. 

Of course, tracking, capturing and implementing regulatory 
change is historically challenging and labour intensive. 
Complying with regulations and maintaining compliance to 
meet Operational Resilience requirements are two different 
beasts. In order to successfully demonstrate Operational 
Resilience, firms will need to reflect, review and refresh their 
systems, as well as predict what new obligations are on the 
horizon. 

Individuals at risk

An increasing drive towards transparency and 
accountability within financial services means that boards 
and senior managers now have greater responsibility in 
identifying Operational Resilience vulnerabilities and driving 
improvement. Senior leadership and board members must 
ensure they are furnished with the necessary information to 
make educated decisions around Operational Resilience, or 
face punitive regulatory action. 

As we saw through the UK’s introduction of the Senior 
Mangers and Certification Regime (SMCR), specifically 
SMF24 which requires individuals to have “responsibility 
for managing the internal operations and technology of a 
firm”, there is growing focus on individual responsibility for 
Operational Resilience. This is not limited to the UK, there 
has been growing pressure from global issuing bodies 
towards individual accountability. 

This raises the stakes for senior managers. In the event that 
Operational Resilience obligations have not been met, the 
individual responsible (such as the SMF24s) will be held to 
account. Operational Resilience is now an issue of personal 
liability as well as corporate. 

New and emerging obligations

Newly published Operational Resilience regulation brings 
with it a set of new and emboldened obligations for senior 
managers, the compliance team and beyond:

■  Firms must assess business operations and identify the 
impact tolerance of “important businesses services”. This 
means they must understand the maximum tolerable 
level of disruption an important business service can 
withstand. 

■  Once identified, firms should test their ability to remain 
within impact tolerance for these “important business 
services” in the event of severe but plausible disruption.
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■  Firms must understand their Operational Resilience 
goals and map obligations across business 
functions to ensure consistent, effective and 
auditable compliance. 

■  Organisations must have procedures in place to 
ensure they are quickly able to adapt to change, 
whether that change subsists within cyber threats, 
climate risk. regulatory messaging or otherwise. 
Internal and external communication strategies 
should be assessed and tested to ensure the 
firm can act quickly in the event of operational 
disruption. Procedures should be tested often to 
ensure continuity of service. 

■  Managers responsible for Operational Resilience 
must consistently review all strategies, processes 
and systems to ensure they comply with 
Operational Resilience rules. They may also need to 
create self-assessments that should be presented 
to the regulator when asked. This document 
should show the Operational Resilience journey, 
who is responsible, and points or events that are 
under consideration. Even if this is not a regulatory 
obligation, it is good practice for managers to 
curate these assessments. 

■  Firms should revaluate third party relationships 
through the lens of Operational Resilience. 
Managers should map their relationships with third 
parties to understand where vulnerabilities may 
occur and take steps to ensure such vulnerabilities 
are prevented or mitigated. Where extensive third-
party reliance occurs, firms should consider ways 
to minimise risk or consolidate vendors to avoid 
diluted risks.

■  Organisations should engrain an enterprise-
wide culture that understands the importance 
of Operational Resilience and takes it into 
consideration when carrying out BAU functions, 
onboarding new technology, and working with 
external stakeholders.



9 Transforming Operational Resilience into Operational Excellence with Automated Regulatory Intelligence (ARI)

04 Managing Operational Resilience with 
Automated Regulatory Intelligence (ARI)
Broadly speaking, Operational Resilience is designed 
to ensure the risks of technology, innovation and 
unexpected events are pre-empted, considered 
and mitigated in advance. While technology poses 
risks, it also offers an effective solution for better 
management of Operational Resilience. 

Developing an approach rooted in regulatory technology 
(RegTech), firms are able to get ahead of regulatory 
expectation and switch from reactivity to a proactive, 
predictive solution; one that is highly auditable and able 
to withstand regulatory scrutiny, as well as black swan 
events. Utilising RegTech for Operational Resilience boosts 
compliance in a number of ways:

1  Have confidence in your regulatory inventory: CUBE 
captures all regulatory issuances across 180 jurisdictions 
and 5,000 issuing bodies, so you can be confident you 
have a watertight regulatory inventory. RegTech allows 
you to see all your Operational Resilience-related 
obligations at the touch of a button, empowering you to 
quickly assess the regulatory landscape, understand your 
obligations, and identify and close any pre-existing gaps.  

2  Remain up-to-date and constantly updating: Regulators 
want to see that firms understand their regulatory 
environment and can operate swiftly in the event 
of disruption. Automated Regulatory Intelligence 
provides you with regulatory change in real time, with 
announcements delivered straight to your desk. This 
ensures that important regulatory changes don’t fall 
under the radar and that your portfolio of Operational 
Resilience requirements doesn’t stagnate.  

3  Manage end-to-end regulatory change in one place: 
CUBE’s Automated Regulatory Intelligence takes the 
entire regulatory change journey, automates it, and 
allows you to manage it in one, single platform; from 
capture through to translation, report generation and 
mapping to business functions. You can have complete 
oversight of your Operational Resilience strategies, 
processes, policies and systems – as well as associated 
actions and whether they’re implemented – in one place.

4  Demonstrate accountability with configurable workflows: 
RegTechs, such as CUBE, provide workflows that allow 
you to easily see the regulatory change process and who 
is responsible for each action. Workflows allow you to tag 
users, assign tasks and monitor progress from capturing 
change through to implementation. This is especially 
useful when demonstrating individual accountability and 
governance. 
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5  Minimise third-party risk by consolidating 
processes: Legacy regulatory change processes 
often rely on third party infrastructures to remain 
effective – from content capture and license 
through to translators, consultants, cloud providers, 
workflow vendors etc. Often these combine legacy, 
manual and modern systems, which open up 
compliance gaps and are challenging to maintain 
operational resilience. With Automated Regulatory 
Intelligence, all processes are consolidated and 
offered by a single vendor, removing layers of 
third-party risk and continuity issues in the event of 
disruption.  

6  Know what’s around the corner: Knowing your 
current regulatory obligations and adhering to 
them is only half the job. Regulators expect to 
see that firms are remaining resilient by keeping 
abreast of emerging risk and future-proofing for 
black swan events. RegTech allows for effective 
and comprehensive horizon scanning, so you can 
see what’s coming next, predict trends and act 
ahead of time.  

7  Eliminate bottlenecks through automation: From 
data capture through to translation and mapping 
to business policies, procedures and controls – 
CUBE automates the entire regulatory change 
journey. In the event of volatility, regulators want to 
see swift action. Automation removes bottlenecks 
and frees up talented compliance professionals to 
focus on BCP and BAU.

8  Demonstrate commitment to Operational 
Resilience through investment in new technology: 
Out of date or untested technology is a common 
vulnerability for Operational Resilience. By investing 
in modern technological solutions, you can remove 
existing weaknesses and demonstrate to regulators 
and key stakeholders your commitment to 
proactive compliance. 
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This means that we make accurate inferences and 
intelligently link regulatory changes across different 
regulations and regulators, spot trends and make 
predictions rooted in data. This can all then be automatically 
mapped to our customers’ policies and controls – leaving 
compliance officers to implement regulatory change across 
the organisation.

Whether you’re a large, multinational bank, or a small 
financial organisation with up to a handful of compliance 
officers, we’ve got a suite of products tailored to you.

 

CUBE is a SaaS based RegTech designed to take the 
complexity out of regulation using artificial intelligence and 
automation to deliver Automated Regulatory Intelligence.

In short, we track, capture and monitor every regulatory 
change across the globe and make sense of it for our 
customers. Drawing on ten years of experience, we have 
a mature data set which covers the length and breadth of 
global regulatory content. As displayed in this report, CUBE 
has a golden source of regulatory data, covering emerging 
regulatory topics as well as more traditional areas, from 
AML to prudential and more.

05 About CUBE

Speak to the team

https://www.cube.global/about-cube/contact-us/
https://www.cube.global/
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