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Introduction

Regulatory change management is the process of tracking, analyzing and implementing 
regulatory change. Since the global financial crisis of 2008, the financial services industry 
has grown in complexity with a wave of new regulation, constant innovation and increased 
regulatory expectation coming into play. As the landscape evolves, legacy systems and 
processes have become outdated and ineffective, leading to additional burdens for global 
financial institutions. Financial institutions have been increasingly turning to technology as 
the solution to bolster their change management regimes and compliance systems. 

Regulatory change management becomes a more complex and time-consuming 
challenge when considering financial institutions that have multiple lines of business and/
or multiple jurisdictions that they are active in, each of which increases the number of 
regulators and regulations that they must comply with. This report explores the drivers 
behind regulatory change management programmes, as well as the technological 
solutions that financial institutions have implemented. We also look at the costs of 
compliance and non-compliance, to gain an understanding of the effect that change 
management programmes can have for compliance teams.

In this report, we look at several challenges faced by global financial institutions in this era 
of high velocity regulatory change:

1. Volume, variety and complexity of regulatory requirements

2. Multi-jurisdictional regulatory compliance

3. Inconsistency and regulatory overlaps

4. Hyper-scrutiny by global regulators

5. The high cost of non-compliance

The answer to a lot of these challenges revolves around technology. Finding the right 
data, from the right source, at the right time - which is analyzed, visualized and shared - 
can create regulatory intelligence in a way never seen before. This report will explore 
some of the technologies that are advancing regulatory change and look at use cases and 
collaboration exercises that are currently in development around the world.
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Volume, variety and complexity of regulatory requirements

The global financial crisis (GFC) of 2008 inspired a seismic 
shift in financial regulations – from control to stability and 
consumer protection. A raft of new technology meant that 
central banks were suddenly presented with new challenges 
and risks, including cybersecurity, data privacy and digital 
payments. These are issues that continue to grow in 2020 
– with increased regulatory expectation, rules and scrutiny. 
Managing compliance, given the volume of complex 
regulations and the extent to which they overlap and conflict, 
is one of the biggest challenges faced by financial institutions 
around the world.

Cybersecurity

The increased regulatory push post-crisis has seen new areas 
of regulation being tapped, and numerous studies have cited 
cybersecurity as a primary concern for global banks. Around 
37% of new laws introduced from 2014 onwards in the US 
have been dedicated to cybersecurity, while a string of cyber-
attacks on top-tier US banks between 2012 and 2016 further 
increased the urgency of implementing cybersecurity laws at 
both federal and state levels since 2015. 

Data Protection

In Europe, the roll out of directives such as Payment Services 
Directive 2 (PSD2) and General Data Protection Regulation 
(GDPR) required large-scale implementation. These 
two regulations developed a global reputation for being 

complex to unpick - and even more complex to 
implement. Accordingly, many organizations failed to 

meet the strict coming into force deadlines. Central banks 
and regulators have placed a large amount of focus on 
data privacy and protection regulations like GDPR to 
protect the rights and freedoms of individual customers.

Compliance teams must stay up to date with regulatory 
changes, not only with respect to upcoming legislation, but 
also tracking existing laws, which are being updated more 
frequently than ever before. A regulatory change alert is 
now issued every 12 minutes. Dealing with this pace and the 
conflicting nature of new and existing regulations is one of the 
biggest challenges facing compliance teams today. 

C H A L L E N G E  1

Several countries have enacted data 
protection legislation in the last two years

Even though cyber breach levels at financial services 
firms are close to or lower than the cross-industry 

average, the financial services industry continually has 
the highest cost of cybercrime.

Chris Thompson
Global Financial Services Security and Resilience Lead, 

Accenture

“
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 The frequency of change with existing regulations is fast-increasing

FATF recommendations and AML directives are among the most frequently changing regulations. The heightened money laundering risk from virtual 
currencies and other emerging assets have resulted in constant regulatory updates with cross-jurisdictional and global scope.    

Payments Services Directive (PSD)

Anti-Money Laundering Directive (AMLD)

FATF recommendations

Dodd Frank Act

Basel Accords

G-SIB

Capital Requirements Directive (CRD)

MiFID

MAR - MAD

Source: Regulator websites
Disclaimer: May not be complete
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1991-1999 2000-2009 2010-2013 2014-present 

Digital customer behavior has led to the emergence of new types of regulations

 The crisis Digital regulations

Despite current regulatory changes being heavily focused on digital consumer behavior, it is likely that there will be an increased focus on financial stability 
again due to the impending financial crisis and a host of new regulatory initiatives like Basel IV, FRTB Standard Approach and IRBA.

Data Protection

Consumer protection 

Financial Crime

Prudential regulation

Financial stability 

Cyber security laws

Data sharing

Risk management 

Reporting

Data protection

Sample representation only.

Source: Regulator websites, Burnmark

Consumer protection

Financial crime

Prudential regulation

Financial stability

Cyber security 

Data sharing

Risk management

Reporting
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It is expected that over 300 million pages of regulatory documents will be published by 2020. Many financial institutions are still dependent on manual 
processing and legacy systems to work their way through these, with legacy systems unable to handle many recent regulatory updates or desired volumes. 

New regulations and updates are more voluminous than ever before

Source: Burnmark, Wall Street on Parade (2014), Tom Groenfeldt | Forbes (2018) 
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Multi-jurisdictional regulatory compliance

Multinational institutions face the challenge of conflicting 
regulations, as host country regulations may overlap or 
contradict with those of their home country. With GDPR, 
for example, different data protection authorities across 
the eurozone have their own interpretations and have 
implemented the rules in accordance with these. Post-
Brexit regulations in the UK could see some changes 
in the way data protection laws are implemented in the 
country, adding to the European complexities.

Anti-Money Laundering/Countering the Financing 
of Terrorism (AML/CFT) also has conflicts with the 
Bank Secrecy Act, Patriot Act, UK Money Laundering 
Regulation 2017, EU AML and FATF recommendations. 
There is immense complexity in overlapping and 
conflicting regulatory regimes.

C H A L L E N G E  2

“

GDPR 
vs Russian Federal Law on Personal Data

California Consumer Privacy Act (CCPA)  
vs GDPR

GDPRCCPA

Penalties 

Security

Privacy

Backing of law

Applicability

Russian Federal LawGDPR

IP addresses, cookies 
and other similar tools are 
treated as identifiers.

California-based 
businesses with revenue 
above $25 million or whose 
main business is sale of 
personal information. Data that cannot be 

attributed to a specific data 
subject without the use 
of pseudonymised data 
requires special protection. 

No lawful basis needed for 
handle personal data.

Allows data processing for 
purposes of the controller’s 
or processor’s legitimate 
interests in a wide range of 
cases.

Right to deletion

Data controllers must notify 
a personal data breach to 
the competent supervisory 
authority within 72 hours.

No direct data security 
requirements imposed. 
Right of action for certain 
data breaches.

Not a compulsion to appoint 
a Data Protection Officer.

Fines are applied per 
violation - maximum upto 
USD $7,500 per violation.

No specific rules in this 
regard.

All businesses that handle 
data of EU citizens.

No pseudonymisation. 
Russian offices may retain EU 
data, which is pseudonymised 
under the GDPR, in an 
unprotected form.

Companies to have a 
lawful basis to handle 
personal data.

Permits data processing with 
a view to legitimate interests 
unless it breaches the data 
subject’s legal rights and 
freedoms.

Right to be forgotten

Does not require the 
supervisory authority or a 
data subject to be notified of 
a breach.

Data controllers and 
processors to ensure 
security appropriate for 
the risk.

Data Protection officer is 
mandatorily to be appointed 
for Russian offices. 

4% of the company’s 
annual global turnover or 
EUR 20 million, whichever 
is higher.

In the financial sector, regulatory divergences are estimated 

to cost financial institutions 5-10% of their annual global 

turnover (around USD $780 billion per year), with the 

financial performance of smaller firms the hardest hit. 

International Regulatory Co-operation

 OECD Policy Brief, October 2018

Identifiers

Data processing

Authority

Source: International Association of Privacy Professionals (2019) Source: Gorodissky & Partners (2018)
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Inconsistency and regulatory overlaps

Regulatory overlap occurs where multiple market 
regulators attempt to address one market failure and 
impose different regulatory requirements. After the global 
financial crisis, the network of policies and acts that 
have been enacted to protect the system and prevent 
another market meltdown has led to a wide variety 
of new regulations, creating regulatory overlap and 
inconsistencies between them. The quantum of time and 
resources involved creates inefficiencies as institutions 
endeavour to comply and report to multiple agencies.  

Regulatory overlap in the US

The US is a good example of a long-established, 
complicated and fragmented regulatory structure. 
Significant and often costly overlaps have been noted 
between the Office of the Comptroller of the Currency 
(OCC) and the Federal Reserve System’s (Fed’s) data 
collection activities, along with its supervision and 
examination activities. Consumer protection is conducted 
by six US regulators causing significant overlaps and 
duplication with Fed and Consumer Financial Promotion 
Bureau (CFPB) conducting the same data collection 
activities. The US Securities and Exchange Commission 
(SEC), Commodity Futures Trading Commission (CFTC) 

and state securities regulators oversee securities and 
derivatives markets, leading to similar concerns of 
overlaps and fragmentation. Swaps and security-based 
swap products face the supervision of SEC and CFTC and 
market participants have made it known that this leads to 
significant market and operational challenges.

GDPR and PSD2

Apart from Dodd Frank, the most talked-about overlaps 
are between GDPR and PSD2. While GDPR gives 
individuals greater control over their data and restricts 
the freedoms to share it, PSD2 enacts data sharing 
requirements for financial service providers. It is up to the 
banks to ensure that correct procedures and well thought 
out policies are put in place to comply with both pieces of 
legislation. This may not be an easy task considering their 
almost diametrically opposite aims.

MiFID II and GDPR

Likewise, challenges also remain about how financial 
institutions will meet the regulatory pain of inherent 
contradictions between MiFID II and GDPR. While 
the former focuses on consumer protection through 
transparency and retaining more information about the 

investor community; the latter is concerned with data 
protection and limiting the access to investor data if so 
desired by the owner of the data and giving investors the 
right to be forgotten.  

Data privacy and AML compliance

Data for financial institutions is not only a core business 
product but also a source of misinformation and 
manipulation. The former invites data privacy and the 
latter money laundering norms. Global banks are finding 
it challenging to comply with one without compromising 
on the other. Multinational banks often find themselves 
walking the thin rope between trying to meet the data 
privacy requirements and simultaneously meeting AML 
norms. For example, banks in the US are forbidden from 
sharing Suspicious Activity Reports (SARs) with foreign 
branch counterparts due to disclosure restrictions, 
thereby making it difficult to implement a group-wide 
compliance program.

C H A L L E N G E  3
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Overlaps and conflicts add to the complexity of regulatory change

Regulatory divergence from multiple supervisory oversight leads to duplicated efforts, increased contribution to governance, risk and control costs and hinders 
the ability to maintain enterprise compliance consistencies. 

Overlapping

MAR ePD

PRIIPS
Dodd 
Frank

Tax compliance

Overlapping

Overlapping

Open Banking 

CCPA

OverlappingConflicting

Source: Burnmark
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Hyper-scrutiny by global regulators

Regulatory professionals within Financial Services have 
faced increased pressure from regulators - not only from 
the volume and velocity of new and proposed regulations, 
but also the high quantum of regulatory scrutiny. Hyper-
scrutiny started becoming a real challenge as regulators 
increased their requests for high volumes of information 
from banks through regulatory reporting. The challenge 
here is that most information that is being sought has to be 
backed up by meaningful data. The quantum of regulatory 
reporting being sought, accompanied by the granularity 
and complexity of data that has to be provided, has made 
the task immensely more difficult for the reporting and 
compliance teams. 

Complexity is heightened for global banks with a 
presence in multiple jurisdictions, as there are varied 
reporting norms to the respective sovereign central 
banks. Calculations have to be performed by drawing 

data from multiple divisions or functions within the bank. 
To collate or extract data for the purpose of calculation 
and reporting is often deemed to be the biggest challenge 
for the compliance and reporting team. Not only is the 
calculation result of significance to the regulator, but so 
is the intervening data used and proof of its accuracy. 
Carrying out this process manually can make the task 
overwhelming for banks across the spectrum, irrespective 
of size of the balance sheet. Legacy or manual methods 
pose numerous risks; they are susceptible to human 
errors, prone to delay and waste precious man-power on 
lengthy administrative tasks. 

An article published in the Wall Street Journal (March, 
2015) highlights the fact that US regulators and other 
central banks have intensified scrutiny of bank boards, 
“shifting from light touch oversight of bank directors 
to regular questioning”. Regulators are increasingly 

concerned that banks’ directors fail to understand the 
nature and quantum of risks that they are taking on and 
there are adequate cushions and controls in place so as 
to prevent repeat of another banking crisis.  There are 
a large number of cybersecurity laws being enacted in 
response to the cyber-attacks endured by US banks. 
Laws surrounding cyber as well as the Bank Secrecy Act 
(AML/CFT) are interconnected and subject to increased 
regulatory scrutiny - failure to adhere to the regulations 
has the potential to put the entire financial system at risk. 

Global banks are aware that regulators have not finished 
writing the rules. New laws and new areas of regulation 
will keep emerging, calling for continuous flow of data on 
new parameters. Compliance and reporting on the entire 
business module for data-driven supervision is the new 
normal. 

C H A L L E N G E  4
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Level of adoption out of 9 supervisors
Automated reporting

Real-time monitoring

Validation

Consolidation

Visualization

Virtual Assistance

Machine-readable regulations

Manipulation

Insider trading

AML/CFT

Fraud

Mis-selling

Credit risk evaluation

Liquidity risk evaluation

Macro-financial risks

Emerging risks signaling

Policy evaluation

Financial stability

Supervisory Area

Proven stage Mature stageEmerging stage

Supervisors around the world are using technology to improve regulatory scrutiny

Data management along with data quality are the main areas of interest from global supervisors. Out of the nine supervisors researched, 55% had initiated the 
task of adopting various technology tools for supervision in 7 or more supervisory areas. Monetary Authority of Singapore (MAS) and Securities & Exchange 
Commission (SEC) have been at the forefront of adopting various technology tools.

The nine supervisors above were considered in a study by BIS on using 

technology for financial supervision.

Source: BIS Report on Innovative Technology In Financial Supervision (2018)
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C H A L L E N G E  5

The cost of non-compliance
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A substantial number of fines have been imposed on global banks for non-compliance

Top 6 mortgage related enforcement fines, 2008-2018 AML fines, January-April 2019 

Cumulative fines paid by financial institutions

1 5B U R N M A R K  |  J U LY  2 0 2 0

Source: Complyadvantage.com study on Anti-Money Laundering Fines (2019), 

Marketwatch (2018), BCG Global Risk report (2017), CTMfile (2018)
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The cost of non-compliance is significant for all financial institutions

$36 bn Non-compliance 
related fines
(AML/KYC/Sanctions 
regulations) from 2008

$11.52 bn

Fines charged alone in 
2015

$10.1 bn

Fines charged alone in 
2019

APAC regulators (1%)

US regulators (42.5%)

EU regulators (56.4%)

Some important penalties issued to global banks (in USD)

$$ 
1.9 bn

Failure to prevent money laundering  by  
drug cartels, 2012

$$$ 
2.6 bn

Bernie Madoff  - money laundering, 2014 

$$$ 
2.6 bn

Tax evasion for US clients, 2014

$$$$$$$$$ 
8.9 bn

5.1 bn

 US sanctions for Cuba, Sudan and Iraq,
and related fines, 2015

$
613 mn 

Insufficient money laundering controls, 
2018

$ 
900 mn

Violation of laws on prevention of money 
laundering and terrorism financing, 2018

Tax evasion of  clients, 2019 $$$$$$ 

60.5%

AML / KYC

38.7%

Sanctions related to 
penalties

• Not only have regulators been active in handling out penalties, the number of regulators who have been handling out fines has also increased from 3 in 2009 to 
14 in 2019. 

• These fines can have a significant impact on the profitability of banks. In the future, European banks may be pushed to accept settlements, a standard practice 
in the US.

Anti-money laundering. 2012

Anti-money laundering. 2014

Tax compliance. 2014

Sanctions-related. 2015

Anti-money laundering. 2015

Anti-money laundering. 2018

Tax compliance. 2019

Source: Burnmark, Fenergo report on AML, KYC & Sanctions Fines (2020)
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I N T E RV I E W

What is your role in the RegTech 
industry?

I am an observer and promoter 
of RegTech in a sense that it will 
become seamlessly integrated in 
the routine business processes. I 
am an independent consultant to 
banks and startups. In addition I 
coached and mentored RegTech 
startups at F10, the Swiss fintech 
accelerator.

What do you think are some of 
the major upcoming trends in 
RegTech?

RegTech was trending in the 
past few years already as it 
became apparent that you 
cannot provide a cool fintech 
app without integrating the 
regulatory compliance processes 
end-to-end into the technology. 
In the Covid-19 crisis, many 
customers now experience the 
lack of effective remote services 
and expect a seamless process 

for onboarding, transaction 
executions and operations. 
If financial service providers 
want to remain relevant for 
their customers and maintain 
growth, integration of regulatory 
technology is no longer a nice to 
have but a necessity. Covid-19 just 
accelerated this process.

How do you perceive the 
evolution of the RegTech space 
in the next few years, in terms of 
technology available?

I believe that technology per se is 
available now, but application of 
it, especially with regard to data 
is not yet fully ready to create 
highest benefit and automation. 
Also, the integration of processes 
will remain a challenge, 
especially within large and multi-
jurisdictional organizations.

What are or would be the major 
challenges around RegTech 

and its adoption by large global 
banks?

The bigger, more complex 
regulatory projects are a 
challenge for large global banks 
as they have to cover many 
jurisdictions, cultures and 
practices. Given the segmentation 
methods banks apply, often the 
business cases don’t justify a full-
embracing digitalization. This is 
where fintechs with a use-case 
driven approach have an 
advantage, but they might not 
have the scale yet, which is where 
the incumbents are in advantage. 

The biggest challenge by far 
is certainly the cultural one. 
Understanding how the different 
functions and roles are positioned 
and collaborate with each other, 
one may expect that a seamless 
customer-focused approach 
integrating the customer needs 
from initial interest (most often 
starting outside the banks’ 

touchpoints) is not something 
which comes natural to a big and 
complex organization. 

Do you think regulatory 
complexity is now higher than 
ever before? 

Yes, certainly. Especially 
since the Great Financial 
Crisis, front-end compliance 
sharply increased, in terms of 
compliance requirements and 
reporting obligations. Fortunately, 
experiences and available 
technology solutions became 
more abundant. The challenge 
is obviously to integrate the 
different skills, tools and customer 
focus into seamless processes 
(see above points made in big 
organizations).

How does a technology stack 
look like in a compliance 
department today? How do you 
expect the tech stack to change 
post-digitalization? 

Unfortunately, the fragmentation 
of functions, processes and data 
is a big obstacle to overcome if a 
financial service provider aims to 
deliver a true customer-focused 
service. Integration of these 
elements must be the key goal of 
any digitalization effort across 
services including the necessary 
compliance functions and tasks. 
This will remain a challenge for an 
indefinite period as digitalization is 
not a project but rather a process 
with no final point in time.

That said, a suitable tech 
stack needs to be capable of 
supporting integration and 
ongoing modifications and 
process changes (technical, data, 
processes). These are the main 
tasks for technical architects, 
business engineers, product 
managers and subject matter 
experts.

RegTech Trends and Challenges

Conversation with Urs Bolt

RegTech Advisor and Independent Consultant
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I N T E RV I E W

You have worked in several 
roles within the regulatory 
ecosystem and have a view of 
banks, RegTechs, law firms and 
supervisors in the Canadian 
market - could you explain your 
current role?

Based in Toronto Canada, I 
provide strategic advisory 
services to a data governance 
SaaS company called Prodago. I 
work on product research, design 
and development of use-cases 
for performing assessments 
of data management risks that 
will have a direct impact on 
successful deployments of AI / 
machine learning initiatives within 
both government and the private 
sector. Additionally, I serve as a 
Strategic Advisor to the Canadian 
RegTech Association, where my 

focus is on fostering collaborative 
engagement with the key 
participants from supervisory 
bodies, law firms, financial 
institutions and tech incubators.

Regulators around the world are 
increasingly using technology 
to solve some of the challenges 
in the regulatory world. Do you 
think technology has the ability 
to solve regulators’ problems?

Regulators should assess nascent 
and emerging technology from 
the perspective of how they can 
be both informative and directly 
influence the design of future 
state regulatory structures. They 
are really in the phase of research 
and policy development mode 
right now. 

Traditionally, there have been 
two primary functions within a 
supervisory organisation - develop 
policies relative to mitigating 
financial risks to the public and 
then monitor and enforce the 
banks’ level of adherence with 
the regulations. Now we need 
the supervisors to think like the 
banks and place a premium on 
technology as a value creator 
within their own organizations, and 
not merely an expense.

The volumes, variety and velocity 
of data that regulatory supervisors 
are consuming in both ad hoc and 
scheduled reports submitted by 
regulated entities will continue 
to grow exponentially, so the 
design and implementation of 
a data management strategy 
that employs machine learning 

technologies would definitely help 
with addressing high labor costs.

Do you think a strong 
collaboration model exists in 
Canadian fintech? 

We have a strong financial 
services regulatory regime that 
is a result of the co-operation 
and collaboration among the 
Office of the Superintendent of 
th Financial Institutions (OSFI), 
the Department of Finance, the 
Bank of Canada, the Financial 
Consumer Agency of Canada 
(FCAC) and the Canada Deposit 
Insurance Corporation (CDIC). 

What are some of the most 
exciting AI/ML use cases for you 
in the RegTech ecosystem? 

Having spent 2+ years as 
Director of Data Governance for 
a bank’s enterprise-wide anti-
money laundering program, I 
can say without hesitation that 
this area of financial crimes risk 
management presents the most 
exciting use-case for introducing 
AI/ML into the business operating 
model. It’s been well reported 
for many years that traditional 
methods for detecting unusual or 
suspicious activities taking place 
is entirely inefficient, ineffective, 
and manually intensive. Banks 
have over invested in people in 
this space and under invested 
in technology, while massive 
amounts of data emanating from 
billions of customer transactions 
is not being used to its full 
advantage. 

Innovation in regulatory and risk models 
and collaboration in the Canadian RegTech 
ecosystem

Conversation with Paul Childerhose

Strategic Advisor to Prodago and the Canadian RegTech Association
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The current approaches are 
limited to relatively simplistic 
linear rules that look at value and 
volume profiling and use simple 
static single dimension models to 
attempt to detect anomalies. 

A promising antidote to the 
traditionally inefficient and 
ineffective monitoring of customer 
transactions for potential money 
laundering comes in the form 
of contextual monitoring that 
leverages big data technologies 
and cloud computing power to 
connect vast sources of internal 
bank data and external data to 
create context and meaning that 
results in significant patterns and 
connections being identified. 
Contextual monitoring in turn 
enables more advanced machine 
learning algorithms to be trained 
for scoring the alerts generated 
and then bucketing them into 
further investigation by humans 
or fast closure. A case study 
I’m familiar with employing this 
technique was able to speed up 
investigations by 100 to 150% 
while automatically providing 
financial intelligence investigators 

with the context and pre-
analyzed answers to their 
questions.

Do you think automation is an 
effective way to control and 
manage regulatory costs and 
resources? 

Yes, automation can bring 
tremendous opportunity for large 
and medium-sized financial 
institutions to be able to control 
and manage their labor costs of 
compliance. The human 
resources can be better utilised 
by freeing up their time from false 
alert investigations to focus on in-
depth analysis of existing cases 
that can result in higher quality 
reports being submitted to 
authorities.

Here’s something I was privy to 
whilst working in AML at a tier one 
bank in Canada that operated 
across multiple jurisdictions. 
To comply with international 
sanctions regulations, banks 
are required to conduct risk 
assessments and compliance 
reporting for all its customer 
entities based on different legal 
status, country of incorporation, 

etc. This bank maintained 
approximately 30 systems that 
housed customer and legal entity 
data, there was no single unified 
source of the customer records 
for screening. Siloed data with 
fragmented legal, risk, and holding 
information made the reporting 
process lengthy and costly with 
high risks of noncompliance with 
US AML regulations. Working 
with a leading AI company that 
introduced machine learning 
probabilistic models to customer 
data unification problems 
the bank was able to create 
a unified customer database 
with deduplicated records and 
clear legal holding relationships 
by achieving ~40% record 
deduplication through clustering 
and a matching rate of over 90% 
with low complex errors for human 
investigation. They key takeaway 
for us is that machine learning 
fused with expert input can enable 
rapid client data curation at 
scale far faster and cheaper than 
traditional means of master data 
management.

Can you indicate some of 
the risks associated with an 
automation-based model we 
seem to be shifting to?

I’ll focus on the biggest, most 
prominent risk - protecting 
human values and incorporating 
ethics in the design and use of 
AI using machine learning for 
automated decision making 
systems. Introducing safeguards 
during the design of systems in a 
way that respects the rule of law, 
human rights, democratic values 
and diversity requires drawing 
upon many levels of expertise 
within a bank from legal to human 
resources to risk and compliance 
and privacy office. Regulators are 
only now grappling with ways to 
effectively govern and conduct 
oversight activities in this space. 
There are significant risks that 
banks need to manage for when 
it comes to ensuring there is 
transparency and responsible 
disclosure around AI systems to 
ensure that people understand 
AI-based outcomes and can 
challenge them.

In an effort to mitigate these 
risks, banks are revisiting their 
traditional risk frameworks 
for managing financial risks to 
incorporate AI risk management 
as which would include but not 
be limited to existing privacy, 
cybersecurity, data governance 
and legal programs.

I N T E RV I E W
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Regulatory Change 
Management
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Regulatory change management 

An attempt to overcome the challenges of increasing 
regulatory overload has inspired global financial 
institutions to take on regulatory change management 
programs, especially utilizing automation and technology. 
When it comes to regulatory compliance, the pace, scale 
and complexity is daunting and the only way to be able to 
address this is through the application of tools and 
automation in regulatory change management. When new 
regulatory processes are rolled out in any large financial 
institution, teams will be created to operate such 
processes – though they often work in silos. This frequently 
means that conflicts and overlaps are only identified at 
the time of implementation. This shows that there is a real 
need to break down the silos in compliance through multi-
disciplinary teams.

An efficient compliance program will track and capture 
regulatory changes (in terms of new and updated 
regulations, guidance from home and host regulator, etc.) 
and implement them through the appropriate business 
unit. A successful program will have strong regulatory 
expertise, combined with intelligent technology, that 
creates a joint infrastructure delivering filtered, relevant 
and real-time updates.

Several technology firms have emerged over the years that 
are at the heart of the ecosystem which assist financial 
institutions in meeting the challenges of regulatory change 
management. These firms seek to eliminate problems 
associated with a volatile regulatory regime by leveraging 
its technology, tools and research to design compliance 

solutions that are customized to meet individual client 
profile requirements. 

Supervisory technology (SupTech) has been strongly 
gaining traction over the past few years as a segment that 
provides financial supervisors and regulators with the use 
of innovative technology to support their supervisory or 
non-supervisory work. It facilitates proactive monitoring, 
better reporting, efficient oversight and supervision. 
SupTech favors “dynamic regulation” which all advanced 
and tech savvy regulators across the globe eventually aim 
to attain. However, most economies, including the US, are 
far from achieving it at present, as data standardization is 
still not an accomplished task.  

Central banks and regulators use digital data to study 
historical data and forecast stress areas like systemic risk, 
volatility or significant credit defaults. Digital compliance 
offers tremendous potential for regulators to make sense 
of all the reported data available to them. 

Also, if systemic risk is a pain to the complying banks, 
there is a high probability of a system wide default on 
compliance. This has encouraged regulatory bodies 
to engage with technology firms to design compliance 
solutions for its market participants to test and avoid any 
potential non-compliance to new initiatives.

“

“

We are thinking about how we could express our 
regulation and data requirements in a form that 

is more amenable to machine interpretation 

Two common areas are of utmost importance 
for the development of this automation space. 

One is an engaged regulator and second is data 

because we recognize that, as we ask for 
more granular information to be reported, 

technology could be used to reduce the burden 
on individual firms. 

Tom Henderson 

Senior manager,  Change and data management 
division,  Bank of England

standardization. 

Milken Institute report

July, 2018
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We found several global banks using technology to deal with common regulatory challenges

Variety, volume and complexity of regulatory requirements

UK

USA

EU

Rest of the world

Five institutions from each of the regions were 
researched to seek validation about the challenge of 

regulatory change management and compliance 

Cost of non-compliance 

Multi-jurisdictional regulatory compliance

Hyper scrutiny by global regulators

Inconsistency and regulatory overlaps

A joint solution offering several features including compliance risk management, control testing and 
certifications, regulatory change management, policy management, regulatory engagement management 
and case management.

A policy management project integrating the document management platform with the bank’s internal 
system, containing a detailed workflow where comments, approvals and changes are a part of a full audit 
trail.

A lifecyle management solution that provides a tool for compliance with cross-jurisdictional laws for AML/
KYC and taxation.

A software that calculates and manages regulatory and economic capital, providing the solution for risk 
management modeling and analysis fully supporting compliance under Basel III. 

Provision of information security protections, including data encryption during transit and at rest, AWS 
hosted infrastructure, GDPR compliance and needed AML checks.

A solution enabling the conversion of 1.5 million paragraphs of regulation pertaining to MiFID II into a series 
of bite-size actionable tasks appropriate for implementation.

An engine that can support a range of organizations with their KYC and pre-screening needs. 

A platform that fully automates the reporting process and provides a comprehensive view on a single, 
intuitive dashboard for various reporting regimes.

Models for revenue and capital reserve forecast to meet the CCAR process, which were delivered in less 
than 3 months and with less than 100 employees. 

Tools used to automate data governance tasks to be able to build governance and data privacy into 
processes and projects to support compliance with overlapping regulations like GDPR and CCPA. 

Source: Burnmark’s fintech database
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What are your thoughts on the 
challenges on managing the 
variety, volume and complexity 
of regulatory requirements?

BNY Mellon, as a major 
financial institution, is impacted 
by regulatory change on a global 
basis. We recognize 
the importance of effectively 
monitoring and reacting to 
changes in the regulatory 
environment, both for our own 
business, and to provide good 
quality services to clients. In 
order to do this, BNY Mellon 
has a global regulatory reform 
structure, consisting of executive 
management, business leaders, 
and experts from our legal, 
compliance and corporate 
program management functions. 
Where appropriate, 

BNY Mellon not only monitors for 
regulatory change, but actively 
contributes to the policy debate 
as a thought leader in the industry.
Major regulatory initiatives 
initially concentrated on the 
market infrastructure and mainly 
impacted the Investment Banking 
community. New regulations 
are focusing more on improving 
market transparency and growth. 
BNY Mellon Asset Servicing 
clients now find themselves 
impacted by regulations more 
than ever before which involve:

• Monitoring complex
regulations

• Reporting to regulators
• Preparing reports 
• Demonstrating compliance

BNY Mellon is able to assess the 
impact of regulations through our 
data and digital strategy model, 
which provide the analytical tools 
required to manage the ever-
expanding requirements provided 
by regulations globally.

As products and services 
evolve in relation to regulatory 
change (and in response to 
client demand), we keep our 
clients informed of the impact 
of such change as it relates to 
the products and services BNY 
Mellon delivers. Many client 
conversations take the form 
of a regulatory review agenda 
discussing items on the near, 
medium and longer-term horizon 
and how BNY Mellon can assist 
our clients address impacts to 
their business models. In certain 

instances, these give rise to 
new commercial propositions 
that allow BNY Mellon to deliver 
specific services to clients.

Can you share how you manage 
regulatory change at the bank 
and for your customers?

BNY Mellon recognises the 
importance of effectively 
monitoring and reacting to 
changes in the regulatory 
environment, both for its own 
business, and to provide good 
quality services to clients. In 
order to do this, BNY Mellon 
has a global regulatory reform 
structure, consisting of executive 
management, business leaders, 
and experts from our legal, 
compliance and corporate 
programme management 

functions. Where appropriate, 
BNY Mellon not only monitors for 
regulatory change, but actively 
contributes to the policy debate 
as a thought leader in the industry. 
In this regard, BNY Mellon 
engages with policymakers and 
industry associations (many of 
the industry associations in which 
we participate also represent our 
clients).   

BNY Mellon has an internal 
team that is responsible for 
the identification of new and/
or amending regulations which 
have the potential to impact BNY 
Mellon directly or indirectly. This 
process utilises a daily review 
of regulatory websites and 
regulatory intelligence tools and, 
in conjunction with stakeholders 
from risk, legal and compliance, 

Regulatory change in a global bank

Conversation with Colin Ware

Regulatory Product Manager, Tax & Regulatory Business Solutions Group, BNY Mellon
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the forefront of developments 
through effective engagement on 
topics and effective dissemination 
of information.

BNY Mellon has kept pace with 
the evolution of the regulatory 
environment and ensures 
clients remain at the forefront 
of developments through 
effective engagement on topics 
and effective dissemination 
of information. In terms of 
transformation, BNY Mellon has 
specific approaches in place for 
clients:

• BNY Mellon not only monitors 
for regulatory change, but 
actively contributes to the 
policy debate as a thought 
leader in the industry.

• BNY Mellon engages with 
policymakers and industry 
associations (many of the 
industry associations in which 
we participate also represent 
our clients). 

• BNY Mellon’s Public Policy 
and Regulatory Affairs’ team 
coordinates BNY Mellon’s 
engagement with policymakers 
and regulators in regard 
to the global regulatory 
reform agenda. BNY Mellon’s 
engagement activities include 
responding to consultations, 
meeting with policymakers/
regulators at the global, regional 
and national level, and actively 
participating in industry 
associations and working 
groups.

• A Tax and Regulatory forum 
hosted annually for clients – 
which will be held virtually in 
2020.

• We host numerous meetings 
and workshops on regulatory 
change to discuss tax, 
regulation and market 
infrastructure changes in the 
context of a specific client and 
their business. 

• We have established Client 
Advisory Boards (per industry 

segment) comprised of 30 
clients across all industry types. 
These groups meet twice a 
year and follow an agenda that 
includes reviewing all proposed 
legislative changes and the 
potential impact on clients.

• Client Roadmap meetings 
where BNY Mellon validates 
roadmap reports prepared for 
clients on upcoming regulatory 
changes and the impact of 
these on their operating model 
and activities. These are 
bespoke reports for clients, 
which reflect BNY Mellon’s 
scope of work on market 
infrastructure, regulatory and 
tax changes. The focus is on 
changes which impact clients 
and products and services in 
EMEA.

BNY Mellon provides detailed 
market information through 
various channels. Dedicated 
country specialists are in constant 
contact with subcustodians to 
capture institutional or market 

news that would impact the 
processing or safety of clients’ 
assets. This information is 
analyzed and dispatched 
automatically to clients via the 
Network Information (NetInfo) 
message service and via NEXEN 
Portal.

Do you find technologies and 
data management are proving 
effective in regulatory change 
management in any of your 
programmes?

Through our continued and 
significant investment in 
technology (in excess of US$2 
billion invested annually) we 
are delivering a superior client 
experience providing unique 
insights that help clients to 
improve investment performance 
and asset growth through 
enhanced use of their own data. 
Our intention is to provide open 
architecture solutions to our 
clients so that we can support 
multiple OMS installations rather 

I N T E RV I E W

works to ensure all BNY Mellon 
relevant regulations are identified 
and analyzed for potential impact 
with input from the relevant 
business line and product owner.

In addition, we have a robust 
policies and procedures database 
that addresses adherence with 
laws, rules and regulations for all 
business lines. Existing policies 
and procedures are assessed 
annually and updated accordingly. 
In addition to these company-
wide policies, individual business 
lines have departmental policy 
and procedure manuals that 
provide guidance for our staff for 
applicable processes, workflows 
and regulations.

Can you briefly describe 
some of the transformation 
programmes that the bank has 
undertaken to tackle regulatory 
change?

As the regulatory environment 
evolves, BNY Mellon’s goal is to 
make sure that clients remain at 
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an area of intense focus for our 
clients (especially in continental 
Europe). Through our partnership 
with Arabesque we provide our 
clients with security (Equities, 
Fixed Income) level ESG analytics 
ratings along with Global Compact 
scoring. We have an impressive 
array of reporting available so 
that clients can make insightful 
ESG decisions with the data to 
back up their conviction. As we 
continue to develop this solution, 
we are looking to add more asset 
types and rating capabilities to 
give our clients a more holistic 
view on their ESG impact in their 
investment strategies.

Finally, we have created a data 
and analytics business within our 
firm to focus on data management 
for our institutional client base. 
This business utilises our 
extensive capabilities with the 
wholly owned Eagle Investment 
Systems platform. Whilst Eagle 
has been very successful in 
the asset management sector, 
we have noticed an increasing 

demand from asset owners who 
are faced with ever growing 
data sources particularly in 
private markets, and no easy way 
to normalize their data into a 
consistent format.

How have your resource costs 
and overall costs changed with 
a regulatory change-related 
transformation program?

BNY Mellon allocates a significant 
proportion of technology spend 
to the support and completion 
of enterprise-wide regulatory 
implementation program 
to ensure compliance with all 
regulatory requirements for both 
ourselves and our clients
As a Global Systemically 
Important Bank, BNY Mellon is 
considered one of 30 financial 
institutions designated as 
essential to a functioning 
global economy. BNY Mellon is 
constantly adapting to regulatory 
developments across the legal 
entities we operate from in 
different jurisdictions globally. 

Regulatory developments impact 
BNY Mellon on three levels:

1. The requirement to maintain 
our own regulatory compliance 
as a bank providing investment 
services.

2. Regulatory compliance of the 
services we offer to our clients.

3. Regulatory compliance of the 
new products and services we 
may wish to offer our clients to 
help them meet their regulatory 
obligations.

All regulatory developments are 
scanned and we have senior 
regulatory product managers 
who work in close conjunction 
with the legal and compliance 
departments and the Heads of 
External and Regulatory Affairs in 
the affected jurisdictions, whether 
that be client, fund domicile or 
investor based. On identification 
of the impacting regulations the 
expertise of our dedicated project 
management teams will be used 
to implement change within the 

timelines before a regulation is 
transposed into law.

I N T E RV I E W

than being linked to a single front 
to back structure. 

We have developed a number of 
widgets and dashboards using 
API technologies that provide our 
institutional clients data analytics 
in almost real time. On a macro 
level, we have noticed a greater 
demand from our clients for 
data to be available in near real 
time. Much of our development 
through our NEXEN technology 
infrastructure is to provide this 
data using APIs which allow for 
customization at the client’s end 
as and when they require it. In 
addition we are using robotics 
(bots) and machine learning in our 
repetitive processes to automate 
our back office functions reducing 
cost and increasing efficiency at 
the same time. We believe this 
gives BNY Mellon a competitive 
advantage in pricing against our 
peers in the institutional asset 
servicing space.

ESG (Environmental, Social, 
and Governance) has become 



2 6B U R N M A R K  |  J U LY  2 0 2 0

Financial regulators have launched several technology-based initiatives 
to drive digital compliance

Banking Made Easy initiative

2017   Proposed the use of technology for  
• AML/CFT surveillance
• Prudential risk management and compliance
• Machine-readable regulations

2020  Called for tenders to help facilitate the adoption of technology for regulatory compliance

Regulatory reporting and disclosure 

2019  Proposed the rule requiring the use of Inline eXtensible Business Reporting Language (XBRL) in regulatory filings

Centralized  KYC

2016  MyInfo Initiative - removed the need to provide verification documents for every government transaction. Citizens could authorize 
third-party access to personal data

2019  Started rolling out the National Digital Identity program with “MyInfo” as a subset

AML/CFT compliance

2019  Engaged with technology firms and helped develop solutions to assist regulated entities comply with laws and report data

Regulatory reporting

2020  Rolled out the data collection solution (APRA Connect) for reporting entities to lodge entity information and financial data with APRA.
 This replaced the 20 year old system called D2A (Direct to APRA)

Digital regulatory reporting 

2017  Automated regulatory reporting 
2018   Published the regulatory updates in a digital version
2019   Studied economic viability and applicability to various products

In
iti

at
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y

Source: Regulator websites, Burnmark
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2014 2015 2016 2017 2018 2019 2020

Market analysis and 
intelligence

Reporting platform

Returns management 
system - insurance sector

Tech sprints -  regulatory 
reporting 

Complaint-handling 
and dispute-resolution 

system

Launched data analytics 
group. 

Data transformation 
program 

Data pull approach

Data analytics -  STR 
on money laundering 
and terrorist 
financing 

Automated 
supervision process
(APS) 

 

Credit risk internal 
ratings-based 
approach calculation

Big data - to deal with 
macroeconomic and 
microeconomic issues 

Launched fintech officeSurveillance system 
for prudential data 

collection 

Application 
programming interface 

system 
Data collection solution

AMLD5 to monitor crypto 
enterprises

FCA data operating model

 Division to monitor SupTech activities - 
perform big data analytics

Launched cloud 
pilots

 Inline XBRL

AML solution  

Interactive bureau 
regulations  
(E-regulations)

Banks’ Integrated Reporting 
Dictionary (Bird)

Innovation hub for tangible 
suptech tools

2013

A timeline of supervisors’ initiatives around the world shows SupTech interest from 2013

Source: Regulator websites 
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Supervisors’ adoption of technology
The Burnmark report of January 2018 on RegTech 2.0 had identified eight SupTech use cases where potential direct collaborations between regulators and technology solution providers 
were suggested. It can now be seen that the majority of these identified use cases are already being worked on by supervisors around the world.   

SupTech 
use cases 

Market manipulation 
monitoring

Insider trading supervision

Consumer 
complaint 
oversight

Data
 analytics

Data 
management

Data 
collection

Reporting 
utilities

AML and 
anti-fraud

Big data architecture

 Predictive analytics

Open APIs 
Big data

Big data
Machine learning

Natural language processing

Web scraping
Text mining
Machine learning Cloud computing

Machine readable regulationsData input approach

Machine learning

Natural language processing

Supervisors have moved towards adopting innovative technology to assist in supervisory tasks

Source: Burnmark 
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How do you think RegTech can 
help regulators, supervisors 
and central banks?

Regulators are handling vast 
amounts of data emanating from 
regulatory reporting. The volume 
of this data has grown to such 
proportions that automation 
and more intelligent ways to 
process it has become a sheer 
necessity. The obvious benefit 
from using new technologies to 
manage regulatory data is better 
efficiency, but there are other 
benefits as well. New tools can 
help reduce errors, keep the data 
safer, and to spot anomalies.

What is your view on how 
effectively RegTechs are 
collaborating with banks today?

It is well-known that old 
incumbent banks and new 
agile fintech startups have very 

different corporate cultures and 
a different mindset for developing 
new solutions. It’s a similar story 
in RegTech. Although there 
are mutual benefits, and both 
RegTechs and banks can for sure 
learn from each other, there are 
also challenges in how to work 
together and how to find a good fit 
between the different cultures. It’s 
a learning process for both sides.

What are some SupTech 
(RegTech firms used by 
supervisors) use cases that you 
have observed in the market, 
that will be transformative?

Transformative is a strong word. 
One has to remember that 
managing data has always been 
a core activity of supervisors and 
regulators. The new RegTech and 
SupTech tools that are emerging 
will help make incremental 
improvements, but we should 

not expect some kind of big 
bang moment that changes how 
things are done. It’s continuous, 
hard work to keep improving the 
tools, methods and platforms 
that are being used, while at 
the same time making sure the 
data is secure and accurate. 
Technologies that have proven 
useful in other domains, such 
as cloud computing, real-time 
processing and data 
visualization, are gradually 
making their way also into 
supervisory work.

Have you used any RegTech 
solutions at the BoF? What 
benefits/changes have 
you observed with the 
implementations?

We are currently working on 
improving our data management 
capabilities on several fronts. It’s 
not just a matter of setting up 
a new platform, although that’s 

an important part of it. We are 
also reviewing the desktop tools 
that individual analysts use, and 
making sure everyone’s skills 
are up to speed. I have been 
particularly impressed by what 
can be achieved using data 
visualization techniques and how 
motivated people are to learn 
those new skills. We set up an 
internal user community for 
sharing and learning, and it has 
worked incredibly well.

What trends do you think will 
define the future of RegTech, 
in the short term and the long 
term?

We are moving towards an 
API economy. Direct access 
to data resources, real-time 
data processing and effective 
utilisation of API’s are defining 
how this type of work will be done 
in the future. So far we have only 

seen the initial steps in building a 
financial industry based on open 
banking, and the same kind of 
development will also continue 
on the regulatory side of the 
landscape.

I N T E R V I E W

Central Banks and digitalization initiatives

Conversation with Aleksi Grym 
Head of Digitalization, Bank of Finland
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Automated Regulatory 
Change
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How far along are we with automated regulatory change?

Financial institutions, across jurisdictions are now united 
in seeking and turning to technology-based solutions 
to manage the regulatory change process. Regulatory 
change management has seen the application of various 
technologies, including Robotic Process Automation 
(RPA), Machine Learning (ML) and Deep Learning (DL) 
techniques, semantic web, big data analytics, Natural 
Language Processing (NLP), etc. The first step of the 
regulatory remediation journey is to prepare the necessary 
data. RPA helps in extracting data on new regulatory 
requirements, consultation papers, enforcement actions, 
etc. and further maps them with the business taxonomy 
and organisation structures with the help of semantic 
technologies. AI technologies such as NLP, ML and DL do 
the task of analyzing and extracting insights from the 
regulatory legislation and identify the impact on relevant 
businesses. The regulatory intelligence process monitors 
the remediation journey end to end, from requirement 
identification to compliance changes, to ensure ongoing 
compliance is handled correctly.

The desired outcome of using a technology solution 
broadly depends on the below drivers:

y It should provide comprehensive and continuous 
regulatory updates. The solution should ensure 
automatic data collection and analysis of the 
regulatory policy, in the form of a press release, 
notice, news publication, executive order, etc.` Active 
monitoring of regulatory communication will provide 

an answer to the question, “what is the new regulatory 
update?” It also implies filtering out irrelevant 
communication. 

y The next step is about data classification and 
summarisation. The solution should dissect the 
regulatory documents and identify the relevant 
obligation(s). The potentially voluminous amount 
of regulatory updates should be deciphered by the 
software to identify “what needs to be done?” The 
software should provide a faster response time, 
usually in minutes, which a legal team might take 
months to accomplish. This is the step that will 
transform compliance from being a “cost centre” to a 
“support centre”.

y Task assignment is the next step. The question that 
is being answered here is, “who will do what?” This 
step should automate the task assignment process. 
The appropriate vertical head should automatically 
pick up the regulatory update which can document 
the response note or implement the change in their 
business.

y The final step is the output. This step will also 
produce insights about the quantum of regulatory 
changes that will impact businesses in the months 
to come. The question here is, “what is the risk that 
is being addressed?” Every regulatory update is the 
endeavour of the regulator to rein in risk prevailing in 
some part of the financial system. The solution should 

be able to run the reporting data through various 
models to identify critical risk patterns and trends. 

“When combined with new machine learning tools, 
automated systems can be allowed to interpret 
unstructured data inputs such as automatically 

generated phone call transcripts, e-mails and PDFs 
to recognize patterns instead of keywords and 

integrate with other data points. Keyword filters 
are demonstrably inefficient since they produce 

“false positives” as also encountered in, for example, 
sanctions screening for names. 

Institute of International Finance
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RegTech has been used by financial institutions, globally, to meet the challenge of compliance

Big data and analytics underly most of the regulatory technologies, while data sharing and visualization tools are getting more prominent in the 
RegTech industry.

UK

USA

EU

Rest of the world

AI

AI
AI

AI

AI

ML and NLP 

SaaS platform

Cloud

AI

AI powered natural language processing 
change management system

Analytics  with  backward-propagated 
neural-network models

Big data analytics

ML

Reg cloud
Reg cloud

Blockchain

Public cloud

Digitised machine-readable MiFID II rule text 
and machine-executable implementation

ML and NLP

Cloud

Source: Burnmark 
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Natural Language Understanding (NLU)
By automatically translating the written regulations as they come out into usable code, NLU offers the 
benefits of bringing down the cost, effort and timescale of interpreting and implementing new and updated 
regulations. Adoption of NLU enables firms to not only gain the speed, efficiency and accuracy that is needed 
to meet emerging regulations, but they will also meet regulatory deadlines - which otherwise can be quite 
challenging. Regulatory risk analysis modules are built around NLU and multiple sources of data are collated 
and interpreted into a common language which can then be used to analyze and aggregate the data.  NLU 

can help firms realise a number of benefits, including improving the speed and efficiency with which they 
achieve compliance, and making that compliance robust. 

Machine readable technology 
The program aimed at building the ability to comply with thousands of pages of MiFID II regulations. It 
provides complete digitised machine-readable MiFID II rule text and machine-executable implementation, 
enabling complete verification and auditability of every trading decision, including traceability to the letter of 
the law. Digitisation is much more than an exercise in tagging data; it’s the complete analytic structuring of one 
of the financial markets’ largest ever pieces of legislation. The process commences with digitising the legal 
texts into open, standard, machine-readable formats through to standard executable implementations in 
real-time systems. 

Blockchain
Ethereum blockchain smart contracts are sought to be leveraged to achieve MiFID II compliance. The aim is 
to put Legal Entity Identified (LEI) in place, a requirement under MiFID II. The blockchain technology behind 
Ethereum smart contracts enhances the process of carrying out the monumental task of gaining the LEI. The 
process requires extensive data reconciliation, an undertaking that could be transformed by smart contracts.

Social collaboration tools
The collaboration tool unleashed a new level of cross-company and cross-border collaboration when 
it replaced its static intranet, helping employees stay connected 24 x 7. This has enabled elimination of 
duplication and improved cross-company collaboration. 

NLP (Natural Language Processing)-based 
change management systems will enable us to 
manage the global regulatory challenges that 

we’re facing in a comprehensive manner. It will 
help automate the processes required to identify 
new obligations and manage the required change 

effectively.

Chris Taves

Chief Operating Officer, Global Capital Markets, 

BMO

These collaboration tools provide robust proof for 
regulators. Regulators grade on results, but they 

want to see documentation of the process you 
went through. These collaboration tools provide 

robust proof for regulators.

Matthew Speare

Chief  Information Officer, Carter Bank & Trust, 
Martinsville

Collaboration using technology is a key strength of the RegTech industry

“

“
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What is your role in the RegTech 
industry?

I support clients in the banking 
and insurance industry to ensure 
compliance and enable business 
for them as Head of RegTech at 
PwC Switzerland. My role ranges 
from (1) helping regulators in 
building regulatory sandboxes or 
RegTech programs 
internationally, (2) guiding C-level 
executives and their firms with 
digitalization and innovation 
initiatives to transform Legal, 
Compliance and other functions, 
(3) building new RegTech services 
and (4) scouting new technologies 
and talents in the space for PwC. 
Additionally, I teach RegTech 
and compliance innovation at 
universities globally. 

In your recent book and 
speaking sessions, you focused 
on the “digital mindset” as a 
first step to enabling RegTech. 

Can you summarise the idea for 
us?

Technologies are there to 
enhance human capabilities 
while people need to embrace 
open, diverse and solutions-
driven collaboration to achieve 
both resilient and scalable digital 
innovation for clients. 

With the right mindset in place, 
the next step or question is: 
“What’s the plan now?” With 
regulation and technology playing 
a significant strategic role in 
determining the success of our 
clients in today’s complex world, a 
sustainable “plan” is required more 
than ever. For that, it is crucial 
to understand the correlation of 
(1)  governance and 
compliance, 
(2)  the strategic dimension of 
regulation and with that 
regulatory change management, 
(3) digitalization and technology 
(5) the implementation, control 

and maintenance of RegTech 
solutions.

How do you approach and 
manage regulatory change 
programs?

New or changing regulations 
can present a challenge or an 
opportunity to a firm’s strategy, 
operations, risk management, 
compliance and technology. 
Assessing the impact of new 
regulations on a firm’s business 
and operations and then 
implementing business-friendly 
and effective changes should be 
done in a way that maximizes 
business impact and minimizes 
the cost of compliance. 

Organizations need to clearly 
understand the alignment 
between their strategy, their 
operating model, their risk 
environment and how they thrive 
in that environment. Top down 

decision-making processes on 
which risks must be accepted and 
which must be minimised should 
interlock with bottom-up risk 
management activities.  

How do you help firms 
become more digital with their 
compliance? 

We look at it as a 5 step approach 
which is described very well in 
the book “Fit for Growth” (PWC 
Strategy& | Wiley).

1. Analyze and prioritize 
requirements: Looking for 
highly structured, repetitive 
processes and rules that can be 
automated, conducting a high-
level cost/profit assessment to 
analyze the benefits of 
digitalization and moving 
forward where the expected 
returns justify the expense.

2. Simplify processes and rules:
Getting rid of superfluous steps, 
distilling the selected processes 
and rules down to the essential, 
creating a standardised format 
that can be automated.

3. Blueprint technology choices: 
Evaluating the technological 
skill of the users, deciding 
what technology solutions 
suit the client’s needs best, 
decide whether to implement 
commercially available software 
or customise a system built for 
the client’s individual needs.

4. Implement: Building a small 
project stage team to gain 
quick results and accelerate 
implementation, rolling out 
multiple early versions of the 
basic automated processes and 
organising resources that will 
constantly fine-tune technology.

How to plan and deliver RegTech projects

Conversation with David Bundi

Head of RegTech at PwC Switzerland, Legal
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5. Manage risks: Monitoring 
and measuring the adoption 
risk i.e. the possibility that 
users won’t embrace the 
technology, the benefits as 
well as the financial risk related 
to the implementation and 
the willingness of vendors to 
support implementation and 
upgrade the technology.

That’s a great concept to help 
clients on their digitalization 
journey. However, with the 
perceived infinite amount of 
processes in firms, where do 
you start?

For this, we use Process 
Intelligence, a data-driven 
methodology to collect fact-
based business understanding 
and allow for gains of efficiency, 
effectiveness and risk control. 
It includes, amongst others, 
automated process discovery 
(visualising processes from 
data), conformance checking 
(monitoring deviations from the 
“to-be” process specification) and 
social or organisational mining 
(understanding who is responsible 

for particular transactions and 
how teams interact when working 
together). 

As an example, if a risk scoring 
is deemed as high, enhance due 
diligence is to be carried out. In 
some situations, we have seen 
that despite a high-risk score, 
facilitated customer onboarding 
procedures were applied, thereby 
increasing the risk. On another 
cases, we have seen situations in 
which, despite of low risk scores, 
enhanced due diligence was 
triggered, thereby increasing the 
process costs. In yet other cases, 
we have seen back and forth 
process flows between front and 
back, the reason being that client 
information was not accurately 
captured by the front, thereby 
reducing the effectiveness of the 
process. 

What technology do you advise 
to start automation with, and 
why?

Most firms should start with 
Robotic Process Automation 
(RPA) in my view. It is a popular 
workflow automation software 

that can repeat how users 
performing tasks at application’s 
graphical user interface (GUI) 
level. It lowers the development 
barrier for automation of manual 
and repetitive tasks using a 
computer. RPA is a non-invasive 
software that operates on top of 
other existing software. It can be 
applied for cross-functional work 
and automate user interactions 
with one or more software 
applications. With the purpose of 
enabling automation of repetitive, 
rule-based processes, RPA can 
build workflows with dynamic 
decision points and loops for 
scaling, and has also the ability 
to granularise processes into 
components to allow reusability. 

However, just because RPA 
reduces the development 
barrier for automating tasks, it 
doesn’t mean automation is a 
simple endeavour. Defining and 
implementing an automation 
governance framework is crucial 
to achieving returns in the long 
term. Hence, an RPA governance 
should for example contain 
the following components: an 

RPA framework, development 
of standards, security (e.g. the 
assessment of data risk classes), 
roles and responsibilities (e.g. the 
segregation of duties between 
development and production) and 
touch-points with IT, Compliance, 
HR and other functions.

In which RegTech areas have 
you supported organizations 
the most in the last 18 months?

Traditional support in financial 
crime compliance (AML, KYC, 
sanctions, fraud) remains a 
constant key activity of our team. 
Also monitoring and surveillance 
support is always in demand.

We have also supported many 
clients the last 18 months 
with digitalization topics (e.g. 
digital customer onboarding) 
in connection with regulatory 
requirements (e.g. AML/KYC). 
Another increased demand 
has been in the area of digital 
signatures for clients with respect 
to their customers and business 
partners or for internal use. The 
COVID-19 pandemic has clearly 
accelerated the shift in the 

banking and insurance industry 
to serve clients in a more digital 
manner.

Cloud Computing remains one 
of the key areas of opportunity 
for many firms. The use of cloud 
solutions has turned from a 
potential option into a must-
have across various industries to 
empower organizations. The 
enabler for cloud computing is 
the connection of regulatory and 
technology expertise. 

AI-based trade surveillance, 
governance and control 
frameworks for AI solutions 
where the bank’s relevant risk 
taxonomies, policies and controls 
need to be assessed in the light 
of AI-related risks, and gamified 
compliance are some of our latest, 
exciting initiatives.



3 6B U R N M A R K  |  J U LY  2 0 2 0

I N T E RV I E W

What is a regulatory change 
management process and what 
role do you think technology 
plays to automate and 
streamline the process? 

Regulatory change management 
is a process that all financial 
institutions - and many other 
organizations - go through to 
track, analyze, and implement 
changes. It’s essential to any 
compliance framework. There 
are three steps:

1. Organization profile: This entails 
a firm profiling themselves, 
establishing a common 
framework that defines the 
types of businesses the 
organisation does, the types of 
clients it serves, the types of 
products and services it sells, 
the jurisdictions within which it 
operates, etc. 

2. Regulatory baseline: This 
establishes a baseline and the 
existing rules and regulations 
that the firm is obligated to 
comply with. This can be a 
tricky exercise in and of itself, 
and one that RegTech is already 
proving to be a valuable tool set
to assist in the baseline 
establishment

3.Mapping: This matches up the 
firm’s artifacts of compliance, 
like policies, controls risk 
taxonomies etc, so that the 
financial institution comes to a 
steady state, quickly. This will 
create an effective monitoring 
process that can catch all 
changes and analyze the impact 
on their processes. 

Once these three building 
blocks are in place, it is then 
time to bring in next generation 
RegTech capabilities to boost an 
organisation/s regulatory change 

management processes going 
forward. RegTech can promise 
huge efficiencies in areas of 
automation of content capture, 
initial assessment, classification 
and triage that can drastically 
improve a large organisation’s 
regulatory change management 
outcomes, whilst simultaneously 
reducing costs and streamlining 
processes and operations”

Why is there a buzz about 
moving towards technology 
for compliance and regulatory 
change management? 

New technology and innovation 
is always exciting - there’s a 
natural buzz around anything that 
could transform the way things 
work for the better. Aside from 
that, I would say a major driver 
is cost, as it is expensive to have 
large compliance functions in a 
global bank.  This can certainly 
be reduced by using technology. 

So there are cost drivers, 
optimisation of resources drivers 
and efficiency drivers with which 
one can capture information 
faster. 

Another driver is regulatory 
pressure, given the increase in the 
scrutiny of the industry’s ability 
to demonstrate straight-through 
processing of regulatory change 
to their regulators. The RegTech 
and fintech communities have 
done well to host discussions with 
regulators to help organizations 
adopt technologies to succeed. 

What are the cost components 
that organizations are finding 
very difficult to sustain with the 
complexities and volumes of 
regulation they have to comply 
with? 

Cost is always going to be a 
key consideration for financial 

institutions - it’s in their DNA. The 
main cost components are:

• Headcount costs 
Organizations, since 2008, have 
found their headcount 
increasing in operational and 
compliance areas to deal with 
new post-GFC regulation. Not 
only are organizations hiring this 
expertise in their high-cost 
locations, there has been a large 
movement to off-shoring to 
lower cost areas to reduce 
overall cost – RegTech offers 
the promise to automate a 
number of key activities and 
materially impact cost and 
bottom line for the better. 

• Professional services costs 
Another area is contractor /
consultative professional 
services fees, particularly in 
cases where organizations face 
large regulatory implementation 
projects. RegTech offers 

Regulatory change management using 
data and technology

Conversation with Elliot Burgess

Head of RegAI, CUBE
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automation solutions that, 
while not replacing the role of 
professional services firms 
totally, present the opportunity 
to leverage new technology to 
reduce the cost of projects and 
provide accelerators to get it 
done faster with demonstrable 
automated logic.

What are the technologies 
under the umbrella term of 
Artificial Intelligence (AI) which 
are playing a role in regulatory 
change management? 

AI is an umbrella term for a lot 
of discrete technologies. One 
particular example is Natural 
Language Processing (NLP). 
This helps to efficiently map 
the baseline of regulation to 
compliance artefacts. It can also 
be used within banks to classify 
and process their information. 
NLP allows for semantic models 
to be classified to content - a key 
element of automation within 
RegTech-enabled regulatory 
change management solutions.

As regulation is changing on the 
left hand side and as policies and 

controls are changing on the right 
hand side, the semantic model 
can grow and keep those changes 
up-to-date, and can improve 
the mapping accuracy between 
regulation and compliance 
artefacts. 

We have seen, so far, that a lot of 
Machine Learning (ML) is trying 
to reduce costs in areas like trade 
monitoring for suspicious activity. 
It is used to increase the accuracy 
of models that are trained to 
monitor trader activity and 
reducing false positive flags. 

Is there something specific in 
regulatory change management 
itself that you see the industry 
is employing in deep learning 
to automate something that 
has been done by human 
intelligence so far?

One particular area for ML is 
improving, over time and via large 
training and supervised learning 
data sets, the improvement (and 
the reduction of false positive) 
automated mapping between the 
world of regulation and the internal 
artifacts if the organisation. ML in 

this context can ensure continual 
improvement in the accuracy of 
automated mappings, reducing 
costs and inefficiencies for 
customers on an ongoing basis.

How has your experience been, 
working with regulatory bodies 
and the initiatives that they 
are taking towards the digital 
regulatory change management 
process? 

Regulatory bodies that I have 
worked with over the course 
of 7+ years typically identify 
particular use cases that they 
want to explore. They invite 
financial as well as technical 
experts, so they get varied 
experience and different points 
of view in one place. Regulators 
want to see innovation and that 
firms are embracing technology 
- they’re also attempting to 
implement technological solutions 
themselves. We’re also seeing that 
regulators are being more open - 
which allows the industry to work 
better through collaboration.

In regulatory change 
management, do you see 

initiatives like ML feeding into 
your future strategy?

Absolutely, yes. We envision 
Machine Learning (and wider AI 
technologies) to be increasingly 
more important to our technology 
strategy going forward, and for 
the wider RegTech community 
as a whole. My RegAI team at 
CUBE is here to invest heavily in 
the research and development of 
cutting edge solutions leveraging 
the latest AI thinking to ensure 
we’re providing the most up-
to-date trends and tools to our 
customers

How far are we from a 
compliance situation where 
regulators will publish 
regulations through automated 
systems which will notify the 
bank compliance employees, 
they will press a few buttons 
and the policy changes will 
implement themselves? 

The RegTech industry exists 
to reduce the time and cost 
to handle incoming regulatory 
changes. They specialise in 
collating and providing global 

regulatory intelligence and change 
platforms. Regulators are working 
on discreet projects to improve 
their delivery of rules or improve 
the ability to comply (via initiatives 
like FCA’s Machine Executable 
Regulation TechSprint). There 
is still a huge desire from 
organizations to have a global 
solution to manage all their 
regulatory change. RegTech can 
fill that void and build solutions 
that aggregates and automates 
regulatory rules from around the 
globe and offer a one-stop-shop 
for their customers, one that is 
comprehensive in its regulatory 
coverage and efficient in its cost 
to value output.

Maybe in particular areas of 
regulation regulators may 
start with these trials, and it is 
already happening with readable 
regulation use cases. But will it 
become mainstream? Possibly 
when an international standard 
organisation can promote a 
standardised way of doing it. 
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Though the regulatory and compliance changes may seem 
overwhelming to financial institutions around the world, but 
the solutions to address these regulatory challenges are 
evolving quickly. 

Regulatory intelligence, for example, takes a holistic view 
of the world of compliance, including the challenges of 
regulatory change management. Using AI, it can help build 
capabilities to provide deep insights into all aspects of the 
regulatory chain of custody, from regulatory obligations to 
operational controls. It can help to fully understand what 
data is relevant to people, functions and processes, while 
also helping to prioritse the critical aspects of regulatory 
updates. 

Regulatory mapping, regulatory governance, control build 
outs and risk frameworks are all constituents of regulatory 
compliance that can be powered by technology, and the 
technology use cases today may determine how the future 
of regulatory compliance may look like in twenty years’ 
time. 

Regulatory Intelligence for remediation 

This comprehensive and contextual regulatory 
knowledge acts as the foundation for proactive regulatory 
remediation. The compliance professionals across 
business units, product lines, organisation hierarchies 
and geographies use regulatory intelligence to take 
compliance decisions in a rapidly changing regulatory 
environment.

Bionic compliance workforces

The wide-spread acceptance of remote working presents 
a great opportunity for banks to embrace a bionic 
workforce in their compliance teams, and equip their 
compliance professionals with the regulatory intelligence 
anytime and anywhere. Advanced technologies, when 
used in concert with human compliance experts, 
can accelerate the capacity of compliance teams to 
implement regulatory changes quickly and also bring 
about a higher level of assurance in remaining compliant 
with the new guidelines. 

Collaboration for compliance

Financial institutions will need to proactively explore 
collaboration with industry bodies, governments and 
regulators at regional, national and international levels. 
Several regulators have initiated sandboxes which can 
be a good place to experiment with RegTech solutions, 
in collaboration with other financial institutions and 
regulators. Regulatory bridges formed between regulators 
of two or more geographies present an excellent 
opportunity for multi-jurisdictional banks to build a case 
of adopting regulatory change management technology at 
a global scale and also explore regulatory harmonisation 
across geographies.  

Enterprise-wide regulatory intelligence 

Comprehensive and continuous regulatory updates 
warrant an automatic and enterprise-wide regulatory 
intelligence strategy in banks. A holistic approach to 

manage compliance can help financial institutions manage 
the regulatory change management across product lines, 
geographic regions and compliance teams with a data-
driven approach. The resultant information governance 
structure will also ensure that the compliance activities in 
banks remain transparent, explainable and auditable to 
the regulators. 

The benefits of adopting a regulatory intelligence 
approach to regulatory compliance can be profound and it 
will be those firms who are successful in doing so who will 
be the firms of the future.

“Regulatory intelligence is the perfect use 
case for AI in compliance. Shifting away from 

managing compliance manually is like the shift 
from paper-based trading to electronic trading - 
once it happens, firms will wonder how they ever 

got on without it!

Ben Richmond

Founder & CEO, CUBE.

Regulatory Intelligence
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CUBE automates the process of managing regulatory change, to mitigate compliance risk and avoid enforcement fines. Their 
horizon scanning solution continuously captures and enriches all global financial services regulation across 180 countries and 60 
languages, creating a comprehensive single source of regulatory intelligence. 
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