
The year ahead
What’s on the horizon for 
regulatory change in 2021?



2020, as has been remarked countless times, 
was an unprecedented year for all.

As we move into 2021, we face further uncertainty with Brexit and the roll-out of a vaccine. 
This report takes stock of the trends we’re seeing across financial services, from regulatory 
speeches to industry comment, with a view to planning ahead for what will hopefully be a more 
stable, or at least more predictable, 2021… not to tempt fate.

At CUBE, we’ve tried to focus on the positives throughout 2020 and continue to do so into the 
New Year. Within financial services, we have seen fantastic advancement in the last year alone 
as firms were forced to look at their compliance systems and locate the gaps and weaknesses. 
This has led to a surge in investment for technology, innovation and RegTech - which will 
ultimately bolster the industry and make it safer for all.

The challenges that COVID-19 has presented to the world has uncovered many ‘blind spots’ in 
our social and industrial ecosystem that the regulators will undoubtedly look to address once 
we overcome this pandemic. This will bring a new wave of regulatory complexity as this ‘new 
normal’ becomes something we will do by design, not because we are presented with no other 
choice. 

To that end, CUBE will, as always, look to provide clarity to our customers about what they need 
to know and act upon as new regulatory initiatives unfold. With that in mind, this report sets out 
the five key regulatory trends to watch out for in 2021.

We hope you enjoy this report and, as ever, we welcome your feedback and comments. 

From all of us at CUBE, we wish you and your families good health in the coming months - 
and a Happy New Year.

Foreword
by Ben Richmond
CUBE CEO and Founder
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In 2021, as the industry looks to recover from the past year, 
firms will turn to AI and automation to ensure their processes 
are faster, more efficient and less resource-heavy.

Sophisticated, automated compliance processes are only as good 
as the data that feeds them. In 2021, data management and 
analytics will be paramount to support emerging AI solutions.

Financial regulators have reassured the industry that they 
have not lost sight of climate-change goals in the face of the 
pandemic. 2021 will see firms looking to grapple with a new 
demographic of responsible investors, as well as new disclosure 
requirements surrounding ESG factors.

Global regulators are calling for a joined-up approach to new 
technologies. An emergence of collaborative measures will see 
regulators working in tandem with financial institutions, RegTechs 
and other regulators and enhance innovation and the compliance 
challenges it presents.

Conduct and culture remains at the top of the regulatory 
agenda and is expected to be built out into the compliance remit. 
Enforcement actions in 2020 point to a new wave of focus on 
the C-Suite.

CUBE’s 5 predictions for 2021



Increased automation and AI 
in compliance processes
Artificial intelligence (AI) has, over the past decade, 
permeated every facet of daily life; from self-driving 
cars to smart speakers to the content we see online. 
The adoption of AI within financial services has been 
markedly slower, however, the past few years have 
seen financial institutions embrace AI and cementing 
it into their compliance programs. The transformation 
started off slowly, but it is picking up pace.

Recent research carried out by FINRA and a study 
by the Economic Intelligence Unit found that:

of executives at FIs agreed 
that “AI possesses high or 
very high overall importance 
to business” especially in the 
next two years

of risk and technology 
professionals are using AI in 
risk and compliance functions

of financial services 
organisations with 
5,000+ employees 
have adopted AI

of industry executives 
plan on increasing their 
AI-related investments 
through to 2025

77%

70%

54%

86%

The majority of respondents are spending 
“significant time and resources” on developing AI-based applications
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Until recently, AI was a futuristic beast. 
Murmurings from the industry worried that 
AI would replace humans and one day 
‘take over the world’.

While we can’t be certain of the latter, 
what is clear is that AI is becoming more 
mainstream, with humans and machines 
working in tandem to produce more 
effective and less error-prone outcomes 
than ever before.

Financial regulators are not often recognised 
as institutions that move quickly with 
emerging trends and tides. It is something 
of note, then, that most global financial 
regulators are using AI within their own 
regulatory activities.

Perhaps the most advanced in its adoption 
and support of AI is FINRA. In the US, FINRA 
has been a pioneer in terms of innovation, 
and recent messaging from the Regulator 
suggests that this will continue. In late 
2020, FINRA’s Head of Data Analytics and 
Technology for Member Supervision, Kerry 
Gendron, commented that FINRA is “looking to 
see how we can leverage advanced analytics 
and make better predictions”. In particular, 
FINRA is carrying out an exercise in which it 
roots out the “tedious tasks” and asks, 
“how can we free up time to do more 
value-added tasks?”.

In the UK, the FCA is making strides towards 
understanding and implementing AI to 
bolster its supervisory regime. In the FCA’s 
2020-21 Business Plan, it set out that over the 
next year:

“The FCA will invest in new technologies and 
skills so that we can make better use of data 
to regulate efficiently and effectively. We will 
deepen our engagement with industry and 
society on artificial intelligence, specifically 
machine learning, and focus on how to 
enable safe, appropriate and ethical use of 
new technologies.”

Moreover, in an address to the City 
Regulators in November 2020, FCA CEO 
Nikhil Rathi described the FCA’s vision for 
AI as “ambitious”, with plans to “harness the 
power of data and advanced analytics to 
[…] ultimately transform how we carry out 
financial regulation in the UK”. 

Global regulators are increasingly using AI 
within their own regimes, which begs the 
question - if the regulators are using it, 
surely the firms they regulate will be 
expected to as well?

AI is becoming mainstream, 
even the regulators are using it

https://www.cube.global/resource/finra-podcast-financial-regulators-are-embracing-ai-is-it-time-you-did-too/
https://www.fca.org.uk/news/speeches/facing-future-challenges-priorities
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Artificial intelligence is maturing with age and becoming more sophisticated. The more we 
understand, the greater the power of the AI. What then does 2021 hold in terms of innovation 
and development?

In a recent podcast, hosted by FINRA, Managing Director and Associate General Counsel at 
SIFMA, Melissa MacGregor, noted that, while it is developing, “AI systems are not generally 
being used to make critical decisions for our member firms.” Presently, AI is more often used to 
help employees make better decisions or is “allowing firms to deploy the human resources in 
ways that are more effective and efficient”. MacGregor’s vision for the future of AI is continued 
advances in administrative areas, but more of these critical “decision-making” tasks too.

Head of Fidelity Labs, Mona Vernon, observed that the majority of the use case she has seen 
include “marketing content, public communication analysis […] due diligence and adverse 
media news analysis to accurate identify verification under AML and KYC”. This is a space, she 
comments, that is “going to continue to benefit from the maturation” of AI.

Despite technological advancements 
within the realm of AI, regulations 
surrounding such technologies remain 
in their infancy. In many ways, AI - 
along with any emerging technology - 
presents new risks as well as offering 
solutions for existing ones.

With that in mind, financial regulators are looking to 
implement new rules and regulations. However, the 
Centre for Data, Ethics and Innovation’s (CDEI) 
AI Barometer recently found that financial regulators 
“may need more resources to manage the risks 
presented by AI and novel data use”. Such resources, the 
CDEI believes, should be provided by the government so 
they are able to create a watertight regulatory regime.

AI is maturing - advancements in 2021

Regulatory clarity 
is on the horizon

https://www.cube.global/resource/cdeis-ai-barometer-what-are-the-key-messages-for-financial-services/


Mitch Avnet
CEO 
Compliance Risk Concepts

“

”
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The advancements in AI and machine-
based learning will continue to drive the 
next wave of compliance technology, 
having a significant and lasting impact 
on how organizations conduct their 
respective surveillance and monitoring 
activities - and ultimately protect 
investors. The “tried and true” approach 
of relying on fixed data set surveillance 
scenarios  is something that needed 
to be challenged for many years. If 
you think about the number of “false-
positive” exceptions generated by 
legacy surveillance platforms, one has 
to question the overall effectiveness of 
the approach in terms of the impact on 
resources responsible for reviewing and 
resolving exceptions in the context of 
finding a needle in a stack of needles.

Given the flexibility of the next wave of 
surveillance tools, we now have the ability 
to leverage structured and unstructured 
data sets, enabling compliance officers 
to obtain a more comprehensive view 
of the activities conducted within a 
financial services organization, weeding 
out behaviors that we do not care 
about versus the ones we actually 
believe need some attention and require 

further investigation. This will enable 
compliance officers to focus on high value 
risk mitigation activities and less time 
conducting low value activities, such as 
hunting for and gathering information.

The biggest challenge as it relates to AI 
in compliance processes is user adoption. 
There still remains a view within our 
industry of “what I don’t know won’t hurt 
me”. This approach and philosophy is not 
a sound risk management strategy. As 
regulators continue to incorporate the 
use of AI and machine-based learning, 
the expectation is the industry will 
follow. Afterall, Compliance is a function 
of “close followers”. It is incumbent on 
Compliance Departments to understand 
industry trends and create mechanisms 
to embrace and implement. There are no 
competitive advantages in compliance. 
When we establish “best practices” 
related to compliance - our industry 
gets better as a whole. There is power 
in numbers. As more and more firms 
begin to incorporate the use of AI in their 
surveillance protocols - others will follow.

To coin one of my favorite movie quotes 
“Build it and they will come”.
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“As technology advances, so must the remit of regulators. However, their capacity and 
resources do not always grow in tandem with their extra responsibilities. In financial services, 
regulators are having to respond to a variety of new issues, including cryptocurrencies, 
cybersecurity threats, and a shift towards cloud-based services - as well as increased AI and 
data use.”

The regulators may lack resources, but they still have a steely focus on creating an AI-based 
regulatory framework. Canada’s OSFI noted in its discussion paper, ‘Developing Financial 
Sector Resilience in a Digital World’ that, when it comes to AI, there is currently “no overarching 
guidance for model risk that applies across industries”. While the existing risk model within OSFI 
remains “relevant”, the discussion paper notes it could be “better aligned and strengthened to 
address increased use of advanced analytics”. As such:

“OSFI is considering whether and how to incorporate additional principles of soundness, 
explainability, and accountability in its regulatory and supervisory frameworks to address 
emerging risks resulting from AI and ML.”

Meanwhile, the FCA and Bank of England have launched the Artificial Intelligence Public-Private 
Forum, in the latest in a string of messages from financial regulators not simply noting the 
existence of smart technologies but advocating them and looking to understand them more.

2021 will be a big year for AI and regulatory intelligence, not only in its development and uses, 
but in the way in which it is regulated. While there are many uncertainties surrounding 2021, 
what is certain is that as AI continues to develop, so too will the regulations and rules that 
govern it. Firms will likely have to manage an influx of regulations, while also understanding 
what that means within their compliance systems. The most efficient way of managing 
these demands will be to implement solutions that utilise regulatory intelligence and AI. The 
real question is whether firms can keep up with their regulatory obligations without using 
regulatory intelligence.

• An uptick in regulatory activity, driven by increased 
investment in AI from the regulators.

• A change in attitude from global regulators as they expect 
- rather than encourage - firms to embrace AI.

• More stringent, standardized rules and regulations 
surrounding the use of AI and the potential risks it presents.

• Critical decisions made by AI.

What to 
look out for…



Stacey English
Regulatory & RegTech expert

“

”
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The volumes of data being produced is far outstripping the capacity of compliance 
professionals to analyse and monitor it, in everything from digital communications 
to transactions.

Practitioners will undoubtedly become increasingly dependent on artificial intelligence 
and machine learning to make sense of it and direct them to greatest areas of risk. 
But AI/ML relies on lots of good data to make predictions and given that this year has 
been like no other, there will need to be professional judgement about whether the 
anomalies, reg flags or trends identified actually make sense.



Enhanced data management 
and analytics to drive regulatory 
compliance programs
Of course, data is the lifeblood of any AI application. As the adage goes, 
‘the machine is only as good as the data that feeds it’. If your data is bad, 
it’s garbage in - garbage out. As the SEC’s Acting Director and Acting Chief 
Economist, Scott Baugess, recently observed, “with respect to big data, it is 
important to note that good data is better than more data”. AI applications rely 
on - and indeed benefit from - large data sources to train and retrain models, 
identify patterns and make predictions. The quality of a dataset is paramount to 
running an AI platform.

With that in mind, it stands to reason then that if AI is set to mature and develop over 2021, 
data must do the same; they’re symbiotic. As firms continue to implement automated 
regulatory compliance programs, they will need to effectively harness their data to do so.

2020 and the preceding years have seen an influx of data, both structured and unstructured. 
The challenge is managing, mapping, storing and ensuring the quality of that data.
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The role of data cannot be understated, as Baugess commented “it is important to note 
that all of these remarkable advancements in machine learning are made possible by, and 
otherwise depend on, the emergence of big data.”

But with big data comes…well, data. All of which needs managing in a way that is effective for 
business purposes, but that also meets the high standards expected by regulators. Thankfully, 
the technology to manage data and information governance has come a long way from the 
days of filing cabinets and excel spreadsheets. There is still a high level of manual process 
driving data management - especially with regard to regulatory change data and regulatory 
compliance. These manual processes are time consuming and require highly skilled experts to 
carry out relatively administrative work. The result? Existing or legacy systems are expensive, 
inefficient and error prone.
 
As the breadth of available data grows - and as regulatory scrutiny surrounding data 
increases - it is generally accepted that the industry must adopt automated, AI-led systems 
to manage it. Time and again we see enforcement action taken where data controls have 
been ineffective or left dormant.

Data, data everywhere

https://www.sec.gov/news/speech/bauguess-big-data-ai


Lee Fairey
Global Head of Services 
Information Assets, CUBE

Terri Duhon, 
Non-executive Director & Risk Chair, 
Morgan Stanley International and Rathbones Brothers

“

“

”

”
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Over the course of the past few years, organisations have invested time, resource 
and effort in relation to development of Data Management strategies and 
programmes to help them establish and understand where data is produced, 
managed and shared across their global organisations. These programmes have 
typically been developed by technology functions and detached from Records 
Management or Information Governance programmes, which tend to be more mature 
in nature and considerate of appropriate regulatory or legal obligations around 
retention and disposition of information and content.

Therefore, we see 2021 as an opportunity for organisations to develop a more holistic 
and integrated strategy for Data Management, Records Management and Information 
Governance, allowing them to form and maintain relationships between data 
components and records, providing critical context in which data is being produced 
and helping to establish legal and regulatory obligations around retention and 
disposition of data.

We need to keep business going, but we need to do it in a controlled manner. The 
idea that regulators would continue to let everybody go about their business without 
controls because we can’t do the controls effectively is the wrong approach. That could 
have incredible damage on the markets, on the clients, on the corporations themselves. 
 
So, controls have to be in place. The controls may have to be different though. We 
might have to be thoughtful about some of the controls…. 
 
I wouldn’t advocate for relaxing, but be creative.
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• Automation and the use of smart tools 
to capture regulations and understand them.

• Increased regulation and regulatory scrutiny 
around data management processes. 

• The convergence of records management 
and data privacy.

What to 
look out for…

Just as firms look to grapple with the latest 
influx of data, regulators are simultaneously 
moving to impose new guidance, regulations 
and expectations. This manifests itself in 
a two-tiered task for financial institutions: 
manage data and manage the regulations 
governing that data (regulatory data).

As people move to a working from home 
environment, data privacy has once again 
reared its head as a chief concern for many. 
Just as businesses seemed to gain an element 
of control around privacy elements, the 
workforce has been pushed into new working 
environments - most are on new devices and 
require new systems to work from home. Data 
is no longer being managed solely in an office 
or on a work device, it may be on a laptop 
on a kitchen table in a shared household - or 
sitting on a personal phone. Regulators will 
undoubtedly be looking to update existing 
rules and regulations to ensure that loopholes 
don’t appear in the ‘new normal’.

SEC Commissioner, Allison Herren Lee, 
acknowledges that the US Regulator must do 
more to “keep pace and continually evaluate 
how to enhance the usability and quality 

of data in our filings”. As well as managing 
its own data, the SEC is tightening their 
expectations of how regulated firms use data. 
Herren Lee added that the SEC has done a lot 
of rulemaking in recent years, “in the name of 
‘modernization’” and will continue to do so.

The FCA is another regulator that is openly 
investing in systems to automate data 
management - noting in its 2020-21 Business 
Plan that it has developed a data strategy 
that will “harness the power of data and 
help us understand markets and consumers 
better.” Further, and as part of that data 
strategy, the FCA recently launched a new 
data reporting platform ‘RegData’, as an 
alternative toGabriel, which looks to “harness 
the power of data and advanced analytics to 
transform financial regulation”.

Both the regulators and the regulated are 
looking to automation and new technologies 
to manage the constantly evolving volume, 
variety and complexity of data. In 2021, this 
will not only continue, but will likely grow - 
buoyed by a reconfiguration of resources 
and systems inspired by Covid-19.

More data means more regulation



Climate change and ESG factors 
embraced for green finance
Environmental, social and governance (ESG) factors have been waiting in 
the wings of financial institutions for some time. As Governor of the Bank of 
England (BoE), Andrew Bailey, pointed out in this year’s London Green Horizon 
Summit, ESG and climate change have historically been “considered more of a 
charitable cause within the financial sector”. In 2021, this is sure to change.
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The motivating factors for a climate-change related push comes from a societal awakening 
regarding the inevitability of the climate crisis, paired with the rise of a shifting demographic 
of investor. The last few years has marked a sharp rise in millennial investors, and investors 
that are conscientious in their investment choices. More than ever, investors are awake to 
where their money is being invested - and more are starting to make decisions rooted in 
conscious finance rather than profit alone.

Responsible investments makes sense, of course. Climate change presents a number of risks, 
and not only those that threaten the environment. It poses physical risks to property and assets 
- which in-turn affects insurance claims and lower collateral value. Moreover, it opens up the 
possibility of devaluation as old assets such as fossil fuels lose their value, in turn reducing the 
value of associated loans and investments.

Towards the beginning of 2020, the Central Banks and Supervisors Network for Greening the 
Financial System (NGFS) published a 64-page guide for supervisors on integrating climate-
related and environmental risks into prudential supervision. At the time, it urged the industry 
not to lose sight of “the importance of doing all we can to fight climate change”, in the face of 
the pandemic.

Indeed, over the course of 2020, there was speculation that climate change and ESG would 
take a back seat as global economies looked to grapple with the challenges of the coronavirus 
pandemic. However, messaging from financial regulators the world over suggests otherwise.

The rise of the conscientious investor

Climate change has not 
been overlooked by the regulators

https://www.cube.global/resource/how-can-global-financial-supervisors-integrate-environmental-risks-into-their-regulatory-activity/
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Speaking at the London Green Horizon Summit, both Nikhil Rathi, CEO of the FCA, and 
Andrew Bailey, noted that, while coronavirus has posed unexpected challenges for financial 
institutions, we “cannot lose sight of the climate crisis”.

With that in mind, the Bank of England is set to launch a climate-change related stress test in 
June 2021. Further, the FCA will roll out a new Listing Rule in January 2021, which will require 
prominent listed companies to make clear, effective disclosures about how climate change is 
affecting their business. The Listing Rule will follow a ‘comply or explain’ model, with which the 
FCA will expect companies either make climate-related disclosures set out by the Taskforce on 
Climate-related Financial Disclosures (TCFD) or explain why they have not.

The US Securities and Exchange Commission (SEC) has been notoriously stoic in their 
approach to climate change. As Europe and much of the West pushed towards new climate 
related ideals, US regulators have taken their time. However, following the announcement 
that current SEC Chairman, Jay Clayton, will step down at the end of 2020 - paired with a Biden 
victory in the US elections - this could all be set to change. 

Towards the end of 2020, SEC Commissioner Allison Herren Lee gave a speech entitled ‘Playing 
the Long Game: The Intersection of Climate Change Risk and Financial Regulation’. This speech 
marks the first step along a path of climate-related focus for the SEC. Within that speech, 
Herren Lee noted that climate change is a “real risk” that “looms even larger than the pandemic 
and could have even more grave human and economic costs”. The SEC is gearing up to tackle 
climate change, fuelled by the “extraordinary demand we see in markets today for climate-
related disclosure”. More specifically, the Regulator is moving towards “a disclosure regime 
specifically tailored to ensure that financial institutions produce standardized, comparable, and 
reliable disclosures of their exposure to climate risk”. After years of trailing behind, perhaps 
2021 will see the US start to catch up with the rest of the world on climate change.

Surprisingly, Canadian regulators have similarly been slow in the uptick of ESG factors, 
with little in the way of climate-related messaging until the tail-end of 2020. The Office 
of the Superintendent of Financial Institutions (OSFI) joined the NGFS in 2019 and has since 
been building climate-related risks into its Financial System Review. However, it is yet to come 
forward with concrete plans for new rules or regulations. Saying that, the OSFI - together with 
the Bank of Canada - has announced plans to launch a pilot project to “use climate-change 
scenarios to better understand the risks to the financial system related to a low-carbon 
economy”. It will publish a report sharing the details of those scenarios towards the end of 2021.

UK’s FCA – has not lost sight of the climate crisis

US’s SEC - playing the long game

Canada’s OSFI - pilot projects for better understanding

https://www.cube.global/resource/london-green-horizon-summit-new-rules-for-2021-show-climate-change-remains-high-on-regulatory-agenda/
https://www.cube.global/resource/sec-chairman-announces-departure-is-a-more-aggressive-approach-to-enforcement-in-sight/
https://www.sec.gov/news/speech/lee-playing-long-game-110520
https://www.sec.gov/news/speech/lee-playing-long-game-110520
https://www.osfi-bsif.gc.ca/eng/osfi-bsif/med/Pages/20201116-nr.aspx
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• FCA ‘comply or explain’ rule in force on 1 January 2021.

• New SEC Chairman to be appointed in January 2021.

• BoE climate-related stress test in June 2021.

• OSFI to launch pilot project using climate scenarios in 2021, 
with report due towards the end of 2021.

• SEC set to develop disclosure regime for firms to 
disclose exposure to climate risks.

What to 
look out for…

The Monetary Authority of Singapore (MAS), is unarguably the most advanced when it 
comes to climate change and ESG factors, with Board Member Ong Ye Kung noting that it is 
“the ultimate challenge for humankind”. In a Keynote Speech, Ong Ye Kung, noted that MAS has 
an ambition to “leverage green finance to make the world greener…finance rules the economy 
and business. It determines investment decisions. It drives action. We must make finance green, 
to drive climate action.”

As a country, Singapore is significantly further ahead in its bid to tackle climate change. In 2017, 
the Singapore Exchange introduced a “comply or explain” regime for sustainability reporting - a 
move that the UK’s FCA is implementing in 2021, and that is only being considered by the US 
regulators at present.  Over the course of 2020, MAS has consulted on new guidance for ESG 
factors, the product of which will be seen in 2021. As well as consulting on new guidance, MAS 
intends to use its pro-tech standpoint to develop and facilitate technology that will “spur 
Green Finance” adding “we are already beginning to see interesting FinTech solutions.’’

Financial regulators across jurisdictions are tackling ESG factors, and more specifically 
climate-change, at different paces and with differing senses of urgency. What is clear is that 
climate-change is firmly sighted as a regulatory priority for 2021.

Given that ESG and climate-related factors are areas that have been left relatively untouched 
until recent years, the new focus will see an onslaught of new rules, regulations and guidance 
that firms will need to track, analyse and implement. Given the current pace of regulatory 
change, ESG (while imperative) will only add to a firms’ regulatory burdens: new rules in 
January 2021, a stress test in June, and US disclosure requirements on the way. These changes 
are inevitable and continue to increase with time. Firms that continue to rely on legacy or 
manual programs for horizon scanning and regulatory change management will likely 
find themselves struggling to keep up.

Singapore’s MAS - 
harnessing technology to aid climate change

The race to regulate



Linda Gibson
Position

“

”

The year ahead  |  17 

ESG in the financial services industry is still relatively new but with growing 
regulatory focus, further industry guidance and regulatory requirements are to 
be expected. Progress on ESG adoption across the industry will likely be driven by 
regulators and once Brexit is largely dealt with, we can expect that implementation 
efforts will ramp up during 2021. These changes will potentially have far reaching 
consequences.

Many existing regulations such as MiFID, AIFMD and UCITS now contain ESG uplifts and 
ESG will likely be a factor in new regulations.

Globally, regulators are recognising the important role they need to play in developing 
ESG and climate change approaches recognising the risks firms face as they move to 
delivering sustainable investment products that customers understand and can trust. 
To power this change, regulators will need specialist divisions and staff to help shape 
their strategy.

While ESG presents significant opportunities to outperform, businesses globally are 
now also having to consider ESG as a source of regulatory, legal and operational risk 
that they will need to manage.



Collaboration across borders and 
industry for joined-up compliance
Over the last few years, the cross-border nature of financial systems has been 
under threat. With trade wars and protectionism on the rise, financial regulation 
started to sway to more nationalistic approaches, leading to jurisdictional 
inconsistencies, as well as a decline in information sharing. More and more, we 
have heard global financial institutions (and even some regulators) calling for a 
supervisory approach that transcends jurisdictions.
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It has been said that the coronavirus pandemic has led to a surge in innovation, automation 
and the digitisation of compliance and regulation. As firms and regulators look to implement 
these new technologies, they will face new hurdles, which will require new approaches, joined-
up ways of thinking and, most importantly, collaboration in order to reach solutions.

Collaboration isn’t unique to 2021 and hasn’t been solely spurred on by the unprecedented 
nature of 2020. Towards the end of 2019, in fact, the Monetary Authority of Singapore’s 
Managing Director, Ravi Menon noted that countries must “learn from one another’s 
experience” if they are to succeed in the implementation of new technologies. As 2020 winds 
to a close, Menon’s words serve as a prediction of things to come.

Will 2021 be the year 
in which finance finally 
perfects collaboration?



The year ahead  |  19 

Where once regulators regulated at arm’s length, they are now welcoming in both financial 
institutions and technology firms - FinTechs and RegTechs - to embrace innovation. Over 
the last few years, regulators have actively encouraged the use of regulatory technology 
and regulatory intelligence, as seen by numerous regulator-led sandboxes, TechSprints and 
innovation hubs. This trend will only continue increase in 2021.

For instance, in 2016 the FCA launched its first ever TechSprint - a regulator-led innovatory 
program through which the FCA supported its regulatory peers to collaborate and create 
technology-based solutions to regulatory problems. Now in its fourth year, the TechSprint 
continues to see regulators, banks and technology firms working in tandem to overcome 
industry-wide problems.

In the US, the Financial Industry Regulatory Authority (FINRA) has similarly developed an Office 
for Financial Innovation, with the primary aim of being a support tool for member firms. The 
Office has been designed with collaboration in mind; firms tell FINRA what pressure points they 
are facing, and the regulator and financial institutions work together to foster innovation. They 
also run annual Createathons, from which they extract ideas.
 
As FINRA Technology’s Enterprise Software Architect, Greg Wolff, explained:

“We’ve gotten some very good ideas 
from Tech folks […] Tech folks are 
thinking about this technology and we 
can research that and prove that it’s 
actually viable for us to use. That has 
the potential to actually change how 
we work. And changing how we work 
and getting better, that’s what makes 
us a better regulator.”

In 2021, regulators who have yet to 
implement such collaborative solutions 
will undoubtedly follow suit.

Regulatory collaboration to drive innovation
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Historically, firms have been relatively secretive about their compliance processes and the 
systems or technology they have in place. More and more, however, we’re seeing firms begin 
to open up and attend roundtable confessionals to discuss new tech and innovations and the 
benefits or challenges they’re experiencing.

As financial regulators begin to mandate technology - especially RegTech solutions - firms 
are increasingly looking to their industry peers to assess whether their controls and platforms 
are up to scratch. Are they ahead of their competitors? Or is continued reliance on manual or 
legacy GRC systems causing them to fall behind?

As firms enter the uncharted territory that is 2021, CUBE predicts that financial institutions will 
seek comfort and consolation from the knowledge that their peers and competitors) are taking 
a similar approach to regulatory compliance as they are.

Collaboration across financial institutions

Perhaps the most challenging means of collaboration is the one that stretches not only 
across lines of business, but across jurisdictions too. While it may be the most challenging, it 
may also be the most rewarding.

Collaboration across borders

Another area of cross-jurisdiction interest and innovation is cryptocurrencies. While crypto 
has now been around for some time, it remains an unknown for many within financial 
services. Crypto is a currency previously unseen and unconsidered by financial regulators. It is 
unique insofar as it is cross jurisdictional and unrestricted by borders. As such, the regulation 
of crypto will require a global approach, with consistency across the board. The Australian 
(ASIC), for instance, has expressed a desire to see information sharing between international 
regulators to “clarify how cryptoasssets should or will be regulated”. 

CUBE’s Head of Reg AI, Elliot Burgess, recently observed, “we’re seeing that regulators are 
being more open - which allows the industry to work better through collaboration.” This is a 
promising sign for future regulatory activity that must navigate existing red tape embrace 
communication and information sharing to manage innovation and finance in an increasingly 
global world.

Can collaboration control crypto?



• Collaborative action between regulators and the industry 
to support innovation, especially following Covid-19.

• A globally adopted approach to new global risks, 
including crypto, cybercrime and climate change.

What to 
look out for…
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Sophisticated financial crime and money laundering operations, for example, often span 
across borders. While it would be naïve to suggest that cross-border investigation and 
enforcement is not prone to difficulty, it is often essential to tackling serious misconduct. As the 
FCA’s Director of Market Oversight, Julia Hogget, recently noted:

“While there can be debate about technical differences in law or interpretation or 
approach between jurisdictions, UK, EU and US approaches in our securities markets are 
not differences of principle nor ones in which materially different regulatory outcomes are 
sought or expected.”

In a speech about market integrity and strategic approach, FCA Executive Director of 
Enforcement and Market Oversight, Mark Steward, discussed a recent case of cross-border 
tax evasion, which concluded in a successful outcome for the FCA. This was only possible, 
Steward noted, “because […] there is frankness and intimacy in global regulatory cooperation 
and collaboration which ensures we are able to tackle the most insidious and organised cross-
market abuse.”

Does collaboration lead to 
successful cross-border enforcements?



Regulatory focus on 
conduct and culture
Conduct and culture is an intangible goal; it is not easily measured or 
evaluated, but it is intrinsic and essential to the successful inner workings of 
financial institutions.

The financial services industry is renowned for being a stubborn beast, not prone 
to changing often or at pace. However, over the past few years - driven by a 
rallying cry from global regulatory bodies - financial institutions have had to take 
an introspective look at their company culture and the conduct that lies within.
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In 2019, Andrew Bailey, then Chief Executive of the FCA, noted that a firm’s culture “can’t 
be divorced from how they run themselves internally”. This was a broad scope, including 
internal issues such as workplace discrimination or sexual harassment.

His comments provoked a number of questions from the industry as to how pervasive culture 
is - and whether it is an issue for the compliance team. Indeed, Bailey acknowledged that some 
may ask “why is that relevant to the FCA given your statutory responsibilities are all about 
conduct towards customers?” The answer is obvious, he said, “what you do inside your firm 
and how you behave will have an effect on our objectives. So please don’t think that we are 
prepared to ignore what goes on.”

The general messaging from 
global financial regulators is 
this: if, for instance, a broker 
is exemplary in their job but 
also bullies their colleagues, 
they bring into question their 
propensity to make unsound 
work-related decisions too. 
This then becomes an issue 
for the compliance team.

What does culture have to do with compliance?

https://www.fca.org.uk/multimedia/inside-fca-podcast-andrew-bailey-business-plan-and-future-regulation
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Enforcements surrounding conduct is often reserved for hands-on employees or lower level 
financial advisors. Regulators have typically focussed on more junior individuals who take 
advantage of the situation they are in to (for example) make some extra cash from a fortuitous 
piece of information. Until recently, the C-suite have flown somewhat under the radar with 
regard to their conduct, or the culture which they have implemented or helped to create.

US regulators have remained relatively silent on the issue of culture. Much like the UK and 
Europe, it is having a second reckoning, but it is seen more in enforcement action than in 
regulator speeches or podcasts. At the beginning of 2020, the US Office of the Comptroller of 
the Currency (OCC) issued a former CEO of a Tier 1 bank with a $17.5m fine and a lifetime ban 
from banking for the part he played in a fake accounts scandal that became notorious in the 
industry. Similar penalties were issued to other executives.

The fine was considered to be a new benchmark and a sign of things to come. Regulators - 
US regulators in particular - are beginning to show a willingness to tackle those at the top, 
meaning that individuals even at the high end of the industry will soon be held to account for 
their actions, or inaction. This is likely indicative of things to come in 2021 - conduct will be 
scrutinised from the bottom to the very top of finance.

Of course, 2020 has thrown culture and conduct into a new realm of existence. Where once 
compliance and enforcement teams were able to surveil their staff from the sidelines of the 
office, now their staff are working from home. Financial institutions across the spectrum have 
had to adapt to a WFH environment, and with it find new ways of implementing a culture that 
permeates the business, without having eyes on their employees. The compliance team, and 
FIs as a whole, are looking for more flexible, agile systems that can easily adapt to new ways of 
working.

2021 promises to be a year that both focusses and redefines culture, with financial regulators 
coming down hard on those that fail to comply. With the promise of continued working from 
home, and at a time where capital raising activity will be vital to fuel economic activity, the 
FCA has said they are “crystal clear that behaviours that risk disrupting that activity will not 
be tolerated”. In a speech, the FCA’s Director of Market Oversight, Julia Hoggett, added that 
not only will the Regulator not tolerate bad actors, but the industry must not tolerate them 
either. Moving into 2021, she said, “it is essential in changing times that firms identify the risks 
associated with the new environment”. In particular, this relates to data and the essential 
control of inside information, which is now managed alongside “partners or flatmates” rather 
than colleagues.

In the US, it is likely that a Biden administration will want to review Regulation Best Interest 
(Reg BI) with a view to tighten the rules around conduct within advisories.

Conduct and the C-Suite

Conduct, culture and coronavirus

https://www.fca.org.uk/news/speeches/market-abuse-coronavirus


• Predicted enforcement action against C-level 
who fail to implement a culture of good practice.

• Heightened regulatory rules and expectations to 
adapt to ‘the new environment’ posed by Covid-19.

• A potential review of Reg BI under the new 
Biden administration.

What to 
look out for…
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A firm’s culture must be embraced by each and every employee, from the top down. It is no 
longer a topic limited to an annual, outdated PowerPoint presentation. It is something that 
must be actively deployed and proactively worked upon. A firm’s culture is not just inward-
looking, it should be one that recognises risk - be it internal or external - and knows when to act 
to tackle increases in cybercrime, phishing attacks and non-financial misconduct.

As Hoggett expanded in her recent speech, the FCA expects firms to have “updated their 
policies, refreshed their training and put in place rigorous oversight reflecting the new 
environment”. In a time when the ‘new environment’ is constantly changing, this is an enduring 
task and one that will require resource and investment to get right.

Constant change for 2021 and beyond



If 2020 is considered a year of unprecedented change, 
2021 will inevitably be the year of more: more change, 
more innovation, more automation and, undoubtedly, 
more regulations.
A move towards more sophisticated AI 
will streamline compliance processes 
within financial services but will also see 
enhanced regulatory processes from global 
financial regulators, from whom we are 
already seeing significant investment and 
implementation of RegTech tools. 

The same can be said for data. While it 
may have taken many years for financial 
institutions to harness the power and the 
value of their data, we are finally seeing 
an emergence of data understanding. The 
idea that data is essential to an effective 
compliance regime is now mainstream; 
understood by both regulators and those they 
regulate. 

2021 also outlines forces for conscientious and 
community driven changes - be it through 
confronting climate change, collaboration 
across borders to tackle financial crime and 
enhance innovation, or enhancing good 
culture within financial services that permeate 
businesses from the top down.

The underlying message that forms the 
backbone of this report is essentially that, 
with ‘more’ - be it AI, automation, data, 
ESG factors, culture, or collaboration - the 
volume and velocity of regulatory changes 
and expectations will grow. 2021 will be a 
balancing act - to implement and embrace 

change, but also ensure that it is done in a 
way that is effective, efficient and meets 
regulatory expectations as they develop. It 
is likely that the industry will see increased 
regulatory scrutiny, especially those who 
continue to use outdated or legacy systems or 
who fail to remain agile and flexible enough to 
face the evolving challenges that the coming 
years present.

Most importantly, it is essential to understand 
that change is not necessarily bad and can 
ultimately lead to growth and opportunities. 

In January alone we will see President-elect 
Biden take the stage as new President of 
the US, as well as the UK’s exit from the EU 
in Brexit. It is difficult to predict what these 
changes will mean for the future of finance. 
But perhaps we can take some consolation 
from Christopher Woolard who, speaking 
in 2019 as Executive Director of Strategy 
and Competition at FCA, said of Brexit that, 
while the regulator took no position on the 
substance of Brexit, “leaving the European 
Union may provide us with an opportunity to 
do things differently”.

There is a chance then that, even amidst 
the uncertainty, the new environments and 
the ‘new normal’, change may serve as a 
springboard for innovation and growth in 
2021 and beyond.
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Final thoughts: With change 
comes growth and opportunity



CUBE’s AI-powered technology provides regulatory 
intelligence for global financial institutions, enabling 
them to streamline complex regulatory change 
management processes.

Interested in learning more about CUBE?

CUBE’s cloud-based Digital Regulation Platform (DRP) is the world’s most comprehensive live 
single-source of regulatory data. Using sophisticated technology, including machine learning 
and natural language processing, CUBE captures and classifies all regulatory content across 
180 jurisdictions in 60 languages and maps it to customers’ compliance frameworks, from 
financial crime to cyber, privacy, tech risk and beyond.

Founded in 2011, CUBE is a global business with offices in New York, London and Melbourne. 
With an award-winning team of industry experts, CUBE has a reputation for implementing 
enterprise-wide regulatory compliance solutions in some of the world’s largest financial 
institutions. CUBE’s open API means it can be seamlessly implemented alongside existing GRC 
platforms to compliment the governance, risk and compliance cycle.

About CUBE

© 2021 Cube Content Governance Ltd. 
All rights reserved. 11/19

@CUBEglobal

/cube-global

www.cube.global

connect@cube.global


